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Executive Summary 

The design and use of messaging in CBRN crisis communications is an underdeveloped area of 

both academic and practitioner discourses. In the academic space, the underdevelopment has 

occurred predominantly through the presence of new communication (hardware and software) 

technologies. In the practitioner space, there has been a similar under-specification of the impact 

new communications technologies are having and will have, and there remains a tension between 

the pathologies of control and verification demanded by military and blue-light communication 

doctrines compared to best practices found in corporate crisis management. This gap has emerged 

despite a well-established evidence base around the complex cocktail of low levels of public 

knowledge of CBRN agents and issues, high levels of fear and other emotional responses to CBRN, 

clear evidence of what the public would wish to know, and how they would seek information in the 

event of a CBRN crisis. Together, these form a range of prior assumptions which illustrate a crucial 

demand for effective response phase messaging during CBRN incidents. These – moreover – provide 

a platform for constructing suitable characteristics for these messages. Research concerning crisis 

communications messaging at its widest point, and specific research in CBRN crisis communication, 

also provide platforms for best practices in crisis communications. This deliverable synthesises the 

extant academic and practitioner literatures to provide a range of best practice recommendations for 

messaging strategies in the context of a CBRN crisis, how pre-existing gold-standard message 

templates are constructed, and how best practices in social media crisis communication can be used 

to adapt these templates. 
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1 Key Findings 

There is a relative dearth of research into CBRN crisis communications messaging in the 

context of the response phase of CBRN incidents. The most comprehensive (open source) 

research in this area, to the authors’ knowledge (and in the English language), has been 

conducted by scholars working on behalf of the Centre for Disease Control and Prevention (CDC) 

in the USA in the mid-2000s. We know – from our privileged conversations with military 

practitioners – that some closed research may exist in this area amongst national and 

transnational military, law enforcement and security organisations, but it is not available to 

academics.  In the open source field, research conducted by colleagues at King’s College London 

has also explored the characteristics of CBRN risk messaging in comprehensive detail. The need 

for research into crisis communications strategies is therefore important, since (i) crisis 

communications is of fundamental importance to crisis management and (ii) there has been 

relatively little research into this and other areas of human and social factors in CBRN crises 

(Usher, 2012), while operational capability in the area is also relatively limited (at least in the 

open-source grey literature) (Driver+, 2018).  

 

  An early lesson from our research is that it is expedient to place the ‘messaging moment’ in 

the context of the broader temporal phases of CBRN crises. In doing so, we call attention to the 

inextricable link between crisis preparedness and crisis response; messages must be deployed in 

correspondence with the characteristics of an unfolding crisis, especially as certainties about the 

incident are revealed. At the same time, effective messages cannot be prepared spontaneously. 

As a crisis unfolds, the characteristics demanded of crisis communications change as the 

expectations and needs of citizens alter and as further facts become known. As the phase of a 

crisis moves from response to recovery, the communications response takes on an increasing 

cultural resilience (and resonance) and ritual mode (e.g. messages of solidarity, condemnation of 

the attack, issues of justice and security and so on). As such, the messages appropriate to the 

early response phase become redundant several hours later, and later messages would be 

inappropriate in the earliest phases of the crisis.  

 

The logic of temporal change extends to the more intense moments immediately following a 

CBRN incident. In this period, a generic ‘all hazards’ holding statement is preferable to one which 

second guesses the precise details of the incident. A holding statement is important in ‘filling the 

informational void’ (thereby preventing others from ‘stealing thunder’), reassuring the public of 
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ongoing action (while acknowledging uncertainty) and providing indications of prospective 

messages of information. Messages pertaining to the specific CBRN agent(s) must ultimately 

come beyond these first minutes when these details become known to first responders. 

 

A comprehensive range of research has informed scholarly knowledge of the baseline 

awareness, behaviours and needs of citizens in CBRN crises. We review this evidence in terms of 

three key questions: what do people know and feel about CBRN, what do they want to know, and 

how will they seek information in the event of a CBRN crisis?  

 

We establish the need to look beyond various myths (e.g. mass panic) that characterise lay 

and expert understandings of public behaviour in crises. This is important in the context of CBRN 

crisis communication, because it recognises the potential for productive effects on citizen 

behaviour and disputes the implicit assumption that public reactions to such events would be 

chaotic and unamenable to well-placed information and instruction. Crucial, also, is the finding 

that public understanding of CBRN is low and that people are unable to differentiate between 

the variety of CBRN agents and their effects. Emotionally, low levels of knowledge are twinned 

with high degrees of anxiety and dread concerning a prospective CBRN event. In combination, 

the rational/emotional matrix of public perceptions and attitudes towards CBRN warrants careful 

consideration of appropriate messaging strategies.  

 

In the event of a CBRN incident, citizens will be very keen to receive information about the 

CBRN agent involved (including its health impacts and treatment), what happened, why and what 

will be done about (i.e. the justice/security component in avoidable if not deliberate crises) and 

how to protect oneself and one’s family with clear and concrete actionable steps. Situational 

information and actionable information are both a priority.  

 

How people expect to receive information is critical to understanding how to deliver it to 

them. Seeking information is the foremost activity people would engage in after a CBRN event, 

even before other crucial behaviours like seeking shelter or leaving the area. This is likely 

because seeking further information can help to augment the calculus behind such other 

activities. The evidence suggests that a multi-channel approach to crisis communications is 

advisable: (i) because people will seek information from a variety of sources including TV, radio, 

social media, etc and (ii) because people tend to corroborate information from one source with 

others. It is therefore prudent to adopt a ‘one voice’ strategy across channels in most 

circumstances. Citizens also become attuned to the communications infrastructure and provision 
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of their environment. For instance, people across a variety of countries increasingly have 

expressed an expectation that authority organisations should utilise social media during crises. 

Further, where loudspeaker announcements or wireless emergency ‘push’ alerts are active, 

citizens become accustomed to receiving timely updates about significant incidents of concern to 

them. 

 

The ‘supply side’ factors within the communications dynamic imply a range of best practices 

in themselves: for instance, relatively poor public knowledge suggests that messages should be 

pitched at an appropriate ‘lowest common denominator’ level and should be more frequent than 

in crises with some cultural familiarity among the citizenry. 

 

We find that much of CBRN crisis communication ought to follow the best practices 

established across the wider literature on government crisis communication. We have, however, 

produced a synthesis of CBRN crisis communication best practices, derived from the CDC’s ‘First 

Hours’/‘Pre-event Message Development’ research, that suggests 36 best practices for CBRN 

crisis communications practice (see p. 26-29). We also rehearse some of the C/B/R/N specific 

best practices that should be considered when the CBRN agent is known to the crisis response 

network. These best practices acknowledge the distinction between the kinds of information and 

instructions that would be advisable in the case of, for instance, a chemical attack versus one in 

which radiological materials have been released. The extent of these best practices is necessarily 

limited by within-category distinctions, but general tendencies can be distinguished. 

 

We recognise that predetermined messaging templates are as important as scientific training 

and drilling for crisis communications practitioners. However, the CDC research and outputs in 

this area represent by far the major contribution to message templates for CBRN purposes1. 

These materials are comprehensive, detailed and were well-tested among American citizens – 

being produced iteratively in response to multiple rounds of focus group discussions across a 

variety of citizen and practitioner groups. Adaptation of these materials for the European 

context, and twenty years hence is a task that would require an entirely separate project, 

because of the width of social and cultural differences between the European context of the 

2020s and the American context of the 2000s, the development of communication technologies 

and political and security contexts. 

 

                                                           
1 A summary of the research design is presented in Vanderford (2004). 
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This report outlines a range of factors that shape the emergent and distinct logics of social 

media crisis communication, and which need to be brought to bear upon any adaptation of pre-

existing CBRN messaging resources. Social media has benefitted crisis communications in terms 

of disintermediation, the possibilities for two-way communication, citizen co-ordination and the 

contribution to the multi-channel mix to be of significant benefit to the potential achievement of 

crisis communication goals. Negatively, however, we identify that avalanches of discussion and 

requests, competing narratives with official explanations, the presence of disinformation 

activists, the possibility for false negatives (i.e. blind spots in the monitoring capacity) and the 

need for brevity to be significant challenges in delivering satisfactory results. Given these 

challenges, we provide a number of best practices that should be borne in mind when conducting 

CBRN crisis communication on social media, and offer suggested templates for the distillation of 

CDC messaging in the formatting/space strictures of microblogging social media platforms like 

Twitter. 

 

Finally, this report provides a summary of our original and rigorous study of social media 

practice in terrorism crises, utilising a unique dataset of 3098 tweets drawn from 75 terrorist 

incidents that occurred in Western Europe over four years (2014-2017). Although the 

infrequency of CBRN events led to the necessary adoption of such proxy data, our findings 

suggest that in this relatively more frequent and drilled domain of crisis communications practice 

there remains a relatively high degree of variation in social media messaging practice.  

 

The report concludes by proposing a range of further areas for research in the field of CBRN 

crisis communication. 
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2 Introduction  

There is justifiable concern about the potential for a serious CBRN attack within Europe in the 

next several years since, while the risk of such incidents may be low, their consequences are very 

high (Europol, 2016). Prior to recent defeats in the size of its territory and personnel, the Islamic 

State of Iraq and the Levant (ISIL) – one of the foremost organisations of jihadist terrorism around 

the world during this decade – was claimed to have potentially obtained the knowledge, technology, 

scientists and intention to research and use CBRN agents in its attacks, including the encouragement 

of lone actors in such endeavours and the use of chemical weapons in Syria (Europol, 2017). The 

Salisbury attacks of 2018 that ultimately claimed the life of a British citizen also highlights the 

dangers of (it is widely assumed) state-sanctioned actors utilising radioactive materials in the pursuit 

of geopolitical advantage. Other threats in this area emerge from the dangers attached to the return 

to European countries of jihadist fighters, fears of ‘insider’ saboteurs in nuclear reactors and other 

such sites, the widening availability of technological and scientific capability, and the nefarious 

exploitation of ‘dual-use’ (i.e. civilian and military) materials (Lloyds of London, 2016). The Profiles of 

Incidents involving CBRN and Non-State Actors (POICN) database, which provides a global record of 

CBRN terrorism incidents (planned or used) from 1990 to 2017 consists of 517 such events, of which 

400 (77%) involved chemicals, 107 (21%) involved biological agents, 53 (10%) involved toxins, 55 

(11%) involved radiological agents and 18 (3%) involved nuclear agents (Binder & Ackerman, 2019). 

Although the number of incidents of malicious CBRN usage in Europe remains very low, ‘the low 

number of incidents of use in the past cannot be taken as an indicator that the weapons will not be 

used in the future’ (Lloyds of London, 2016, p. 25; see also Ackerman, 2018).  

In the context of such threats, this deliverable will explore the role of communication during 

CBRN crises. Specifically, we will explore how public organisations should respond in theory to 

prospective CBRN events in their obligations to provide the public with all-important information in 

the first hours following such incidents. Crisis communication is essential in achieving the goals of 

crisis management (Palttala & Vos, 2012; Reynolds, 2006), but until relatively recently, risk/crisis 

communications strategies were based on ‘some experts’ ad hoc determination of what people 

ought to know’ (Fischoff, 1996, cited in Becker, 2004) rather than what they may want or need to 

know. In relation to CBRN crises (especially deliberate attacks), a cocktail of severe and widespread 

harm, feelings of dread and low public knowledge of how to respond in the event of such incidents 

provides a high threshold of obligation for all manner of public response organisations to be 

prepared for their communication and messaging strategies if or when the time comes to use them. 
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Research in this area helps not only to explain the effectiveness or otherwise of real-world practice, 

but also contributes to the application of empirical insights to subsequent practice. 

We have additionally conducted and provide a summary of research into how communications 

practitioners do respond in practice to terrorist incidents (as a proxy for how they might respond in 

the context of those with CBRN weaponry). Evaluating such ‘common practice’ provides an 

understanding of the extent to which existing responses to terrorist events are consonant with 

normative best practice in CBRN events. Larger or smaller gaps between best and common practice 

here suggest a greater or lesser need for the integration of CBRN-specific approaches to ongoing 

communications protocols prospectively.  

In this context, the report is structured as follows. The first section discusses the ‘importance of 

preparation’ and places the ‘messaging moment’ in the context of broader communications 

strategies. This is followed by a discussion of public information needs and behaviours concerning 

CBRN events. In presenting a secondary overview of research in this area, we provide an overview of 

the key demand-side characteristics of best practices in CBRN crisis communication: what people 

know and feel about CBRN, what they want to know, and how they will seek information in the event 

of a CBRN attack. We follow this with the supply-side characteristics of messaging best practice: how 

should information be presented to the public in order to produce optimal outcomes, given the 

demand-side characteristics? We follow this with a presentation of message templates designed for 

CBRN incidents in prior research, before considering how the emergent demands of social media 

communications during crises inflect the content structures of such templates. We then present an 

overview of the ‘common practice’ research, before finishing the document with a summary and a 

series of recommendations providing guidance on ‘clear and compelling communications in CBRN 

crises. 
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3 The Importance of Preparation 

Much of the CBRN crisis communications literature focuses on communications strategies rather 

than messaging strategies. While this presents a gap in the academic literature, there are also 

substantively good reasons for scholars to focus so heavily on the broader context within which the 

moments of crisis messaging happen. Producing effective public information messages inevitably 

cannot be done effectively on a purely ad-hoc basis: a great deal of preparation, ‘drilling’ and 

resource management is required ahead of time in order to position spokespersons and other public 

relations personnel well to perform effectively in the immediate aftermath of such events. Even 

successful social media crisis communication, seen as an increasingly agile and responsive mode of 

public communication, requires practitioners to ‘make friends before you need them’ (Eriksson, 

2018). Preparation can be considered in terms of both the crisis management capability, but also the 

public’s drilled capacity for resilience ahead of time. 

Unfortunately, however, one finding from the literature concerning crisis preparation among the 

public is that citizens are likely to be under-prepared for risks that are not perceived to be likely or 

where actions taken are not perceived to be high in efficacy (Knuth & Rhode, 2015; Gauntlett et al., 

2018; Pearce et al., 2019). This is not to say that an effective risk strategy cannot inform the public 

ahead of time before a terrorist incident (e.g. see Carter et al., 2019; Pearce et al., 2019), but rather 

to contend that the retention of specific or complicated instructions is unlikely and that CBRN agents 

are sufficiently distinct as to make information and recommended behaviours suitable for one type 

of incident entirely unsuitable to the circumstances of another (Wray, Kreuter, Jacobsen, Clements, 

& Evans, 2004). This presents a further pressure on the need for effective messaging in the event of a 

CBRN crisis: by this stage, an under-prepared public will require concise and efficacious information 

all the more. 

It is important, therefore, to place the messaging moment in the context of the sequence of 

events that mark crises, and also within the broader capacities of response networks that attend to 

terrorist attacks including those involving CBRN. Reynolds and Seeger’s Crisis and Emergency Risk 

Communication (CERC) model (2005) provides one of the most intuitive and explanatory models of 

the stages of a crisis. The CERC recognises that ‘risk and crisis communication form a solid 

continuum, and that the two overlap in real time’ (Vos et al., 2011, p. 16). The CERC model has five 

stages, each with specific goals and tasks (in brackets): (i) pre-crisis (risk messages; warnings; 

preparations), (ii) initial event (uncertainty reduction; self-efficacy; reassurance), (iii) maintenance 

(ongoing uncertainty reduction; self-efficacy; reassurance), (iv) resolution (updates regarding 
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resolution; discussions about cause and new risks/new understandings of risk), (v) evaluation 

(discussions of adequacy of response; consensus about lessons and new understandings of risks) 

(Reynolds and Seeger, 2005, p. 53). Shifts between phases in a crisis are not necessarily linear or 

‘clean’, and all crises present unique uncertainties which require flexibility (Vos et al., 2011, p. 21). 

We place ‘clear and compelling messages’ most comfortably within Reynolds and Seegers’ ‘initial 

event’ and ‘maintenance’ phases, although there are implications for resolution also. 

Research carried out by Marita Vos and a number of other colleagues on projects including the 

CrisComScore project, the ‘CBRN crisis management: Architecture, Technologies and Operational 

Procedures’ (CATO) project, and the ‘Public Empowerment Policies for Crisis Management’ (PEP) 

project further situate a number of communicative tasks and quality criteria associated with the roles 

of crisis communication practitioners during the various phases of CBRN crises (Vos et al., 2011). To 

this end, the CrisComScore project in particular identifies a variety of generic performance indicators 

that practitioners can be assessed on to help identify areas of improvement in their preparations for 

prospective CBRN crises. This was brought together in an audit tool named the CBRN Crisis 

Communication Scorecard (CCS) (ibid.). The framework of the CCS places communication tasks in 

relation to three main stakeholder categories as foundational to the effectiveness of crisis 

communication: citizens and communities (both those directly and indirectly affected by a crisis), 

media and the response network itself. According to the CCS (see Vos et al., 2011 and Schmidt & Vos, 

2015), in the warning response phase (analogous to the initial event phase in Reynolds and Seeger), 

communications tasks concerning citizens should be oriented towards the ‘targeting and distribution 

of warning messages’ and ‘issuing instructions to public groups and monitoring reactions’. The news 

media must be kept informed, while information exchange and coordination ought to begin within 

the organisation and the wider response network. In the ‘crisis response’ phase (analogous to 

Reynolds and Seegers’ maintenance phase), citizens should be provided with ‘instructions on how to 

prevent further damage’, there should be clarification on the situation to ‘help public groups to cope 

with the situation’, the response organisation should organise ‘continuous monitoring of needs and 

perceptions of public groups’ and ‘direct means of communication’ (e.g. a website, a call centre) 

should be activated. Spokespersons and media materials should be arranged, while cooperation 

should continue amongst the response network.  

 The CONOPS for TOXI-Triage indicate the likely and immediate necessity of communications 

considerations in managing a CBRN crisis (see below for a fuller discussion on the timeliness 

imperative). Strategically, the TOXI-Triage AcciMap outlines that public announcements will come 

primarily from Gold: Strategic Command (SC) (who will be remote from the scene of the incident). 

Their tasks in this respect will include informing political leaders and informing the public via the 
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media. As the strategy further outlines, ‘SC will officially declare the nature and occurrence of a CBRN 

event; including hostile/terrorist action. This information will be propagated to the general 

population, when deemed necessary, through statements to the media. SC will monitor the media to 

ensure relevant information from eye-witnesses, written and televised press, social networks and the 

world wide web (WWW)’ (p. 49). Bronze: On-Scene Command (OSC) and Blue Light Responders (BLR) 

are seen to play an important role in communicating with the public more directly (‘reassure 

casualties and public’), but of course their situational reports to Silver: Incident Command  (IC) will 

also inform the subsequent and broader public messaging from SC (‘provide on-scene information’).  

The SAFE-COMMS FP7 project outlines a schematic plan for communication response following 

terrorist attacks, placing messaging in the context of the first activities necessary in such an event 

(see Shpiro et al., 2011). According to the action plan proposed here, the first steps after an attack 

occurs involve the activation of a crisis communication task force and protocols, a first situation 

analysis, the initiation of monitoring, the establishment of a spokesperson, the activation of a 

hotline/website, the establishment of a press office at the scene, and the development of the 

communication strategy, messages and concrete actions (p. 36). In the first hour of the incident, 

labelled the ‘confusion’ stage, victims/victims’ families should be informed and given condolences, 

citizens should receive first information and behavioural rules, the media should be provided with a 

holding statement (containing the first known facts, measures being undertaken and public 

instructions), and social media activity should be enacted involving monitoring, adword campaigning 

and spreading news using social media accounts (see p. 38). Following this stage, the ‘rescue 

operations and investigations’ stage involves progressing such activities towards updates, protection 

and psychological and media support for victims; updated information, instructions and 

condemnation of the attack for the public (plus traffic information if necessary); a full press release 

to the media (including condemnation of any false reports); and more updates for social media. 

Updates continue until normalisation of the scene occurs (approx. several hours into the incident in 

many cases), at which point messages of normalisation and calmness at the scene come to the fore 

(Shpiro et al., 2011).  

We will say more below about the normative best practices for messaging, but for now it suffices 

to outline how the public messaging is situated within these broader temporal and organisational 

structures. Another important factor in conditioning the best possible public messaging practices 

comes in considering the needs and likely behaviours of the public during crises in response to the 

information they receive. 
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4 Public Information Needs and Behaviours 

A variety of theories help to explain the factors involved in public responses to CBRN crisis 

communication (Wray et al., 2004; Seeger & Sellnow, 2013; Krieger et al., 2014). Specifically, Krieger 

et al. (2014) offer four critical factors which shape public response to CBRN incidents: perceptions of 

threat and risk; perceptions of responders (in terms of issues like trust2 and transparency); 

perceptions of self-efficacy and of the costs/benefits involved in complying with response measures; 

and quality of risk and crisis communication. As such, the first three concentrate on the 'ingredients' 

of an emergency situation (the threat, the actors, and their actions), while the fourth focuses on the 

'measures or steps that the state takes to specifically address public perceptions and information 

needs' (p. 68). These factors interplay with each other and depend on various contextual elements, 

such as the ‘politico-institutional, socio-cultural, and socio-economic contexts in which members of 

the public are embedded [which] in turn shape and filter the effects of the factors' (Krieger et al., 

2014, p. 72). This suggests that 'since the public response is largely determined by the cognitive and 

emotional processing of information it receives about [the first three] ingredients, it is amenable to 

governance through risk communication messages' (Krieger et al., 2014, p. 72) which may be more or 

less successful depending on how they adhere to various best practices. Before detailing these best 

practices below, however, it will be pertinent to explore what some of the specific aspects of the first 

three ‘ingredients’ are in relation to CBRN crises. 

In terms of the evidence base, there are three key questions that are most important to 

understanding the social context within which CBRN crisis communication is received, namely: 

• What knowledge and feelings do people have? 

• What do people want to know? 

• How do people expect to receive information? 

4.1 What knowledge and feelings do people have? 

First of all, it is worth pointing to a significant finding within the literature that suggests that 

there are a number of provably false myths that continue to dominate lay and even expert thinking 

about how people will respond in the face of a CBRN attack. For instance, Carter and Amlôt find that 

guidance documents suggest that people will be disorderly and panic, will seek medical attention 

regardless of whether they are affected (the ‘worried well’ phenomenon) and will need to be 

                                                           
2 Trust and credibility are cited across the risk/crisis communications literature as essential in conducting 
effective crisis communications (Glik, 2007; Reynolds, 2011; Rubin et al., 2012). 
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‘managed’ (implying a belief that the public’s behaviour will not vary depending on the quality of 

information they receive and that the role of responders will therefore be to enact a 

command/control framework on the public response). On the contrary, the evidence actually 

suggests that people will likely behave in an orderly fashion, will altruistically help others to 

overcome the potential threat, and will be less likely to present at medical facilities if given 

appropriate information (2016). The ‘mass panic’ myth (and associated expectation of selfishness 

and civil disorder) in particular is highly persistent, but has been debunked by numerous studies (e.g. 

Clarke, 2002; Helsloot & Ruitenberg, 2004; Drury et al., 2009; Amlôt et al., 2014). 

Overall, public knowledge of CBRN issues is very low and people will begin to respond to such an 

incident with a great deal of unfamiliarity. In focus group research commissioned by the U.S. Centers 

for Disease Control and Prevention (CDC) in the 2000s, it was found, for instance, that accurate 

knowledge about the appropriate response to such incidents was ‘nearly absent’ (University of 

Oklahoma Southwest Center for Pre-Event Message Development, 2003, p. 10), that knowledge 

about CBRN agents like botulism was ‘limited’ and ‘tentative’ (Glik, Riopelle, Davoudi, Harrison, 

Pumpuang, & Onuma, 2004, p. 21), that people were unaware of (or at least failed to mention) the 

infectious nature of biological agents (Wray & Jupka, 2004, p. 212), and so on. Schmidt and Vos, 

more recently, have suggested that ‘knowledge about CBRN is rather low in the general public’ and 

that the need for information during a CBRN crisis is extensive (2015). People are also often unable 

to differentiate between chemical, biological, radiological and nuclear agents and their effects (Wray 

& Jupka, 2004; Wray et al., 2008; Schmidt & Vos, 2015). On a scale of 1-5 (1=non-existent, 

5=extensive), participants in a study conducted by Knuth and Rhode averaged between 2.6 (level of 

knowledge about chemical materials) and 2.87 (level of knowledge about radiological and nuclear 

materials) on self-reported levels of perceived knowledge of CBRN (2015, p. 14). While men generally 

perceive themselves as having a greater knowledge of CBRN materials than women, levels of 

objective knowledge (rather than self-reported assumptions) suggest that there are relatively few 

differences across sex or nationality (ibid.). The major and obvious implication of low public 

knowledge is that ‘information will need to be provided at a basic level, using simple terminology and 

concepts’ (Wray & Jupka, 2004, p. 212). 

Emotionally, people’s reactions to the prospect of an event of this kind can be summarised in a 

multitude of negative responses, including anxiety, fear, panic3, shock, anger, worry, upset  

(University of Oklahoma Southwest Center for Pre-Event Message Development, 2003; Becker, 2004; 

Krieger et al., 2014; Knuth & Rhode, 2015). These emotions are exacerbated in combination with a 

                                                           
3 Although on the surface this would seem to contradict the finding above that panic is rare in crises, this 

does not discount the possibility that people assume hypothetically that they will panic but in fact would not in 
the event of a real incident. 
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lack of knowledge (University of Oklahoma Southwest Center for Pre-Event Message Development, 

2003) and proximity to the event in question (Spence et al., 2005; Wray et al., 2008), while some 

evidence points to a reduction in risk perceptions when people are provided with effective 

information (e.g. Pearce et al., 2019) and as a situation unfolds (Glik, Harrison, Davoudi, & Riopelle, 

2004; Wray & Jupka, 2004).  

In combination, the lack of knowledge people have about CBRN and the emotions such attacks 

produce mean that people tend to report fatalistic attitudes towards CBRN events, presuming that 

‘nothing can be done’ in the face of the devastating effects of CBRN agents (University of Oklahoma 

Southwest Center for Pre-Event Message Development, 2003; Becker, 2004; Henderson et al., 2004). 

The unprecedented and surreal proposition of CBRN attacks can even make it difficult to present 

such a possibility as realistic to research participants (University of Oklahoma Southwest Center for 

Pre-Event Message Development, 2003; Henderson et al., 2004). Fatalism is associated with nuclear 

threats in particular (Glik, Riopelle, Davoudi, Harrison, Pumpuang, & Onuma, 2004) and, although 

radiological attacks are likely to entail harm on a relatively smaller scale in terms of casualties than 

CB_N threats in the general population (NAE, 2004), some see radiological threats along with nuclear 

threats as evoking the most deadly outcomes (Glik, Riopelle, Davoudi, Harrison, Pumpuang, & 

Onuma, 2004). The fatalism and lack of prior consideration of CBRN events as a possible reality 

among sections of the population are likely to confound efforts to promote self-efficacy measures in 

the event of a CBRN attack. 

However, there are also reports of what measures people would take (based largely on 

spontaneity and common-sense principles) when beyond the immediate locale of an attack. For 

instance, people self-report that they would stock up on food, water, first aid kits and basic supplies, 

that they would lock doors, be alert for strangers, stay away from crowds, attempt to contact friends 

and family and seek information from the media (Glik, Riopelle, Davoudi, Harrison, Pumpuang, & 

Onuma, 2004; Wray & Jupka, 2004; Knuth & Rhode, 2015). Strategies sometimes differ on whether it 

is better to remain at home/work or to flee as soon as possible (Glik, Riopelle, Davoudi, Harrison, 

Pumpuang, & Onuma, 2004; Wray & Jupka, 2004; Knuth & Rhode, 2015),4 with some choosing to 

ignore official instructions in order to be with and assist family members (e.g. by collecting children 

from school against public recommendations) (Wray et al., 2008; Pearce et al., 2013). 

 

                                                           
4 For example, Knuth & Rhode found that ‘leave the area’ (mean average of 3.7 out of 5 on a Likert scale of 

likelihood) scored higher than ‘remain where I am’ (2.59) (2015, p. 55). 
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4.2 What do people want to know? 

Broadly speaking, people indicate that they would like to be given detailed information about the 

following key areas: 

• What the specific CBRN agent is, what the health impacts of exposure are and how 

treatment may be applied to ameliorate the effects of exposure (Becker et al., 2004; 

Becker, 2004; University of Oklahoma Southwest Center for Pre-Event Message 

Development, 2003; Henderson et al., 2004; Wray & Jupka, 2004; Wray et al., 2008). For 

instance, people would like to know ‘what countermeasures or treatments existed, when it 

would be appropriate to obtain them, and how to obtain them’ (Rubin et al., 2012, p. 385). 

People would like to be given the meaning of CBRN jargon (e.g. shelter in place, plume, toxin) 

(Glik et al., 2008; Rubin et al., 2012). 

• What happened, why it happened, and what will happen now (Becker et al., 2003; 

University of Oklahoma Southwest Center for Pre-Event Message Development, 2003; Glik, 

Riopelle, Davoudi, Harrison, Pumpuang, & Onuma, 2004; Henderson et al., 2004; Wray & 

Jupka, 2004). People also suggest that they would like to know about the role of emergency 

responders and where to get further information (Rubin et al., 2012). 

• How to protect the safety and health of oneself and one’s family with specific action steps 

(Becker et al., 2003; University of Oklahoma Southwest Center for Pre-Event Message 

Development, 2003; Glik, Riopelle, Davoudi, Harrison, Pumpuang, & Onuma, 2004; 

Henderson et al., 2004; Wray et al., 2008). This is extended by some participants to include 

the protection of pets and other animals (Becker et al., 2003; Wray et al., 2005), and also to 

consideration of what steps to take if one has not been exposed or might not have been 

exposed (Wray & Jupka, 2004). Actions steps are also most welcome when addressed in 

correspondence with considerations of proximity and other circumstances of the event 

(Wray et al., 2005), and when a rationale is provided to promote the efficacy of actions to be 

taken (Rubin et al., 2012). 

 

 In more detail, Rubin et al’s review of eight qualitative studies concerning information needs in 

hypothetical CBRN crises (2012) suggested a number of elaborated themes: recommended 

protective actions, medical treatments and prophylaxis, efficacy or rationale, how people become 

exposed, how to tell if treatment is required, severity of the incident, likelihood of being affected, 

justice issues, roles of emergency responders, where to get more information, meaning of jargon and 

response costs and risks (see p. 387). Similarly, after reviewing a further eight studies using data from 
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actual CBRN incidents (i.e. the USA anthrax attacks and the London polonium-210 incident), the 

authors identify the likelihood of being affected, efficacy or rationale, how to tell if treatment is 

required, response costs and risks and information specific to individual circumstances as themes in 

people’s responses to their information needs in these incidents (2012). 

 Knuth and Rhode’s survey of European citizens (n=1294) found that people most wanted to 

know information about the hazard of substances (mean of 4.49 on a 5-point Likert scale), measures 

to protect oneself (4.46), information on how to stay safe on the spot (4.33), evacuation procedures 

(4.26), the location of decontamination facilities (4.22), and escape routes (4.17). Behaviour towards 

affected people (4.05), information about contagion risks (4.04) and information about radiation risks 

(4.03) also scored highly, while information about vaccinations (3.52) and information about the 

number of casualties (2.94) scored much lower (2015, see p. 35). 

 These results suggest, therefore, that ‘actionable’ (aka ’instructing’) information is as 

important as ‘situational’ (aka ‘adjusting’) information during a crisis (Coombs, 1999b): citizens need 

to know not only what has happened, but what they ought to do about it. 

4.3  How do people expect to receive information? 

 Seeking information scores highest among a range of actions people intend to take in the 

event of a CBRN incident, even above actions as seemingly desirable as contacting family members, 

seeking shelter or leaving the area (Knuth & Rhodes, 2015, see p. 55). The widening plurality of ICTs 

available to citizens during the last decade has begun to become apparent in the reliance on multiple 

channels and methods of obtaining information during a crisis, for example the use of mobile phone, 

TV, radio and the internet to acquire information easily and immediately (Haataja et al., 2014). In the 

CDC’s earlier studies, participants indicated that they would rely on television and radio to satisfy 

their information needs, with local media and national media both playing a role (Becker et al., 2003; 

University of Oklahoma Southwest Center for Pre-Event Message Development, 2003; Becker, 2004; 

Henderson et al., 2004; Wray & Jupka, 2004; Wray et al., 2008). A preference for the immediacy of 

television news was coupled by some participants with a concern over the sensationalism of 

commercial news (University of Oklahoma Southwest Center for Pre-Event Message Development, 

2003; Becker, 2004; Henderson et al., 2004). The use of TV or radio as the main source of information 

can depend on a person’s geographical circumstances; people who live in rural areas (in the US 

context of rural) or who might find themselves driving as they learn of a CBRN event are likely to rely 

on radio broadcasts (University of Oklahoma Southwest Center for Pre-Event Message Development, 

2003; Wray et al., 2008), while power outages might also lead people to seek news using battery-

operated radios by necessity (Becker, 2004). The internet was developing into a source of 
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information at this point but was not yet a major source of information due primarily to lower 

diffusion among less affluent citizens (University of Oklahoma Southwest Center for Pre-Event 

Message Development, 2003; Henderson et al., 2004). Other sources, such as word of mouth, 

cellphone use and emergency broadcast systems also figured into people’s sources of information 

seeking (Becker et al., 2003; Becker, 2004). 

 As an incident develops, people will seek corroboration of information from multiple sources. 

For instance, in the USA, Spanish-speaking citizens speak of hypothetically seeking out Spanish and 

English language media in order to triangulate the information and tone of either (Henderson et al., 

2004), and participants across a number of other studies have suggested that they would use 

multiple sources to corroborate and elaborate their knowledge about the situation (Rubin et al., 

2012). Some participants suggested that local radio and TV stations might be preferred earlier on due 

to a perception that these stations would cover the story first, while national radio and TV channels 

would be preferred later on (Glik, Riopelle, Davoudi, Harrison, Pumpuang, & Onuma, 2004; Wray & 

Jupka, 2004). People expected that they would seek information from internet sources as an event 

unfolded (Glik, Riopelle, Davoudi, Harrison, Pumpuang, & Onuma, 2004; Wray et al., 2008).  

 More recently, Knuth and Rhode found that that the highest scoring media for usefulness in a 

CBRN incident were loudspeaker announcements (mean of 4.21 on a 5-point Likert scale), internet 

news (e.g. newspaper homepages) (4.07), radio (4.00), and TV news (3.74). Social media (3.13) and 

information from local residents (3.19) also scored above 3, while other sources such as SMS 

notifications (2.69), information hotline (2.45), newspapers (2.45) and apps (1.89) scored much lower 

(see p. 31). Between the countries sampled in the survey, there were no differences for the 

usefulness of most sources of information. However, German residents reported statistically 

significantly higher scores for loudspeaker announcements and radio and significantly lower scores 

for social media (2.97 compared to 3.79 in UK and 3.70 in other countries). To a certain extent these 

results can be read as the effect of one or both of a preference for the higher-rated channels and/or 

the existence of infrastructure in that area; for instance, mobile push alerts are used in the USA, but 

are much less likely to be used in the European context due to the lack of technological/policy 

infrastructure in place to use this method thus far. 

 Since the advent of widespread use of social media by public organisations and the wider 

public, it has become more and more expected on the part of citizens that social media would be 

used by public organisations during a crisis (Reuter & Spielhofer, 2017; Peterson et al., 2017). 

However, evidence suggests that the routine adoption of social media capabilities has been slow 

among European and North American organisations (Haataja et al., 2016; Plotnick et al., 2015; Reuter 
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et al., 2016), and social media diffusion (particularly that of certain social networking sites like 

Twitter) has been variable across Europe. 

 It should also be borne in mind that digital inequalities, the fast pace of crises and diverse 

media habits mean that some citizens will lie beyond the immediate reach of crisis communications 

messaging, even in countries where ICT diffusion is high. Concerning media habits (or their absence), 

for instance, Vihalemm et al. (2012) report that citizens tend to utilise one of three main strategies in 

response to crises (NB. not necessarily CBRN crises): (i) a strategy of following and trusting the media, 

(ii) a strategy of network communication (i.e. of utilising personal networks such as family members, 

friends and acquaintances who are considered experts in the area rather than mass media only), and 

(iii) a strategy of (non)action without checking information (i.e. action derived from more 

intuitive/experiential knowledge, ignoring mass media or interpersonal networks). Broadly speaking, 

these strategies are listed in order of how desirable they are from the perspective of the crisis 

communicator - from receptivity to mass mediated messages through a kind of verification of mass 

media messages among the citizens’ personal network through to virtually being 'off grid' as far as 

crisis communication is concerned. These strategies therefore have implications for how efficacious 

citizens are likely to be, but also for the kinds of strategies crisis communicators should take. For 

example, imploring citizens to pass on crisis communication messages (e.g. to neighbours, to elderly 

relatives, etc) might be necessary to heighten the diffusion of instructing information in a crisis. The 

prospective introduction of ‘Reverse 112’ technology across the European Union (Katwala, 2018) 

would also do much to mitigate the slow diffusion of emergency information by media sources in 

CBRN and other crises. For instance, while television messages reach fifty percent of the population 

within approximately thirty minutes if broadcast at 8pm, and eight hours if broadcast at 4am (ibid.), 

SMS/cell broadcast systems can reach mobile phone users more directly. In the USA, Wireless 

Emergency Alerts (WEAs) have been used to reach large numbers of people recently (e.g. Boston 

marathon bombing 2013, Hawaii false missile alert in January 2018, Presidential alert in October 

2018) and are incorporated into routine university campus safety alerts.  

 Altogether, the factors discussed in this section – the knowledge and emotions that people 

have about CBRN, what they would like to know and how they will seek information – creates 

demand for messaging and an environment which messaging strategies must accommodate. 
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5 Recommendations for CBRN Messaging Strategies 

The public information needs and behaviours identified above should be factored in as integral 

aspects of the communications and messaging strategy of a CBRN crisis response. Some of the more 

obvious implications of the research discussed above for messaging are as follows: 

 

• Low knowledge of CBRN issues means that messages will need to pitch content at the 

appropriate level. This is also important considering the varying degrees of literacy among 

the population (NB. literacy ought to be considered here both in terms of those whose first 

language is the dominant language of the location and those whose first language is 

another). Clear pictorial content alongside text can help to bridge this gap. 

• Low knowledge of CBRN issues also calls for a greater degree of information than in crises 

that may be more familiar to audiences. 

• Fatalism can be mitigated through the promotion of concrete action steps (i.e. instructing 

information) that people feel able to act upon. Here, considerations of response efficacy (the 

perception that the recommended actions will be effective if performed successfully), self-

efficacy (the perception that the recommended actions are within one’s capabilities) and 

response costs (the perception that there is a greater or lesser cost to benefit ratio in 

carrying out recommended actions) are important (see Rubin et al., 2012; Pearce et al., 2013; 

Krieger et al., 2014). 

• People can be trusted to make rational decisions more often if step-by-step instructing 

information is provided alongside rationales for actions and the circumstances in which 

action should be taken (and/or stopped). 

• Messages should correspond to what people want to know about, especially concerning 

health issues (e.g. how to tell if one has been exposed or not) and security/justice issues (e.g. 

how to remain safe, what is being done to prevent further harm).  

• Messages should be adapted to various forms of media and remain consistent across them 

(in accordance with suggestions to ‘speak with one voice’; see Coombs, 1999b; Clarke et al., 

2006). 

• People should be encouraged to pass on messages online and offline, in order to promote 

adjusting and instructing information across sections of the community who may otherwise 

be unaware of the unfolding crisis. 
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 In general, CBRN crisis communication ought to follow many of the principles of crisis 

communication concerning other issues. Many of the best practices given within the literature are 

intuitively logical, emphasising such ideals as to express compassion, to be open and truthful, to 

acknowledge uncertainty, and so on (e.g. see Coombs, 1999a, 1999b; Covello, 2003; Koplan, 2003; 

Seeger, 2006; Janoske et al., 2013; Lundgren & McMakin, 2013). The CDC offer the following best 

practices for generic crisis and emergency risk communication: 

 

2018 CDC Crisis and Emergency Risk Communication (CERC) Advice 

Available at: https://emergency.cdc.gov/cerc/ppt/CERC_Messages_and_Audiences.pdf. 

 

No. Best Practice 

1 Present a concise message 

2 Repeat the main message 

3 Give action steps in positives (when feasible) 

4 Create action steps in threes or fours 

5 Use personal pronouns 

6 Respect people’s fears and perceptions 

7 Give people options 

8 Avoid humour 

 

CDC Crisis Emergency Risk Communication: Basic tenets of emergency risk communication 

Available at: https://emergency.cdc.gov/cerc/resources/pdf/cercchecklist.pdf.  

 

No. Best Practice 

1 Don’t over reassure. 

2 Acknowledge uncertainty 

3 Express that a process is in place to learn more. 

4 Give anticipatory guidance. 

5 Be regretful, not defensive. 

6 Acknowledge people’s fears. 

7 Acknowledge the shared misery. 

https://emergency.cdc.gov/cerc/ppt/CERC_Messages_and_Audiences.pdf
https://emergency.cdc.gov/cerc/resources/pdf/cercchecklist.pdf
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8 Express wishes. 

9 Stop trying to allay panic. 

10 
At some point, be willing to address the “what 

if” questions. 

11 Give people things to do. 

12 Ask more of people. 

 

Seeger et al. (2018) further provide a typology of process constructs, connected to critical 

outcome constructs, that ought to characterise emergency risk communication, and which can be 

used to evaluate communications performance. The authors provide the following process 

constructs in their typology:  

i. scientifically accurate messages (i.e. it is critical that such communication undergoes 

‘scientific review to ensure accuracy of content’ (p. 196),  

ii. open and transparent messages (including the acknowledgement of uncertainty),  

iii. clear messages (because using plain language encourages understanding, compliance and 

amplification),  

iv. messages tailored to target audiences (i.e. ensuring that messaging takes into account 

audiences’ specific and known ‘information needs, cultural preferences, and existing 

knowledge’ [p. 196]),  

v. consistent messaging (to reduce confusion/uncertainty and increase trust), 

vi. message sufficiency (i.e. messages should meet the degree of information citizens feel they 

need in order to carry out actions), 

vii. actionable messages (from reference to further information sources through to more 

specific and concrete instructions),  

viii. timely dissemination of messages, 

ix. messages disseminated through multiple channels.  

 

 Adherence to these process constructs corresponds to success in the various outcome 

constructs; for instance, scientifically accurate messages that are open and transparent contribute to 

enhanced source credibility; actionable messages increase self-efficacy; message sufficiency reduces 

uncertainty, and so on. 
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Clearly, however, there are some best practices that may be more specific to CBRN crises. Again, 

in this context, work carried out on the CDC’s First Hours/Pre-Event Message Development Project 

(PEMDP) in the 2000s and by the EU FP7 projects PRACTICE/PIRATE by researchers working at (or 

with those at) King’s College London in the 2010s remain the pre-eminent sources of information for 

understanding best messaging practices in CBRN events. 

 

Beginning with the research conducted in the First Hours/PEMD projects, the table below 

outlines a synthesis, prepared by the authors, of the main messaging advice given across the multiple 

publications that emerged from the project, and their source. The resulting table therefore outlines 

36 best practices based on the CDC’s research that we propose crisis communications practitioners 

ought to consider in preparation for messaging during a CBRN crisis. Page numbers indicate the 

location of quotations supporting the best practices cited. Endnotes are provided with quotation 

and/or paraphrasing of the recommendations/statements cited. 

5.1 CBRN Crisis Communication Best Practices 

No. Best Practice Source(s) 

1 

Avoid confusing/technical language. Ensure 
CBRN specific terminology/concepts are clearly 
defined to avoid confusion in framing the 
situation. 

Becker, 2004, p. 204i; Glik, Davoudi, Cavanaugh, 
Davis, & Drury, 2004, p. 63ii, 64iii, 66iv;  Glik & Drury, 
2005, p. 47v, 48vi; University of Oklahoma Southwest 
Center for Pre-Event Message Development, 2004, p. 
158vii; Wray, Jupka, Russo, Deverman, & Jacobsen, 
2004, p. 20viii; Wray, Jupka, Russo, Rivers, et al., 2004, 
p. 37ix. 

2 
Messages should counter fatalistic attitudes by 
promoting response efficacy and self-efficacy. 

Becker, 2004, p. 204x; University of Oklahoma 
Southwest Center for Pre-Event Message 
Development, 2003, p. 19xi; University of Oklahoma 
Southwest Center for Pre-Event Message 
Development, 2004, p. 16xii. 

3 

Citizens would like and expect to receive 
information about the incident (including the 
identification of possible suspects), the threat 
agent, safety precautions, requirements for 
evacuation/shelter and health 
issues/treatment which may arise. 

Becker, 2004, p. 201xiii, 204xiv; Wray, Kreuter, 
Jacobsen, Clements, & Evans, 2004, p. 239xv, Becker 
et al., 2003, p. 13-15xvi; 2004, p. 6xvii; Glik, Davoudi, 
Cavanaugh, Davis, & Drury, 2004, p. 64xviii; Glik, 
Riopelle, et al., 2004, p. 73xix; Wray, Jupka, 
Deverman, & Jacobsen, 2004, p. 54-55xx; Wray, 
Jupka, Russo, Deverman, & Jacobsen, 2004, p. 20xxi; 
Henderson, Henderson, Raskob, & Boatright, 2004, p. 
226xxii. 

4 
Authorities should emphasise that the primary 
concern is with people's health and safety. 

Becker, 2004, p. 204xxiii; Wray et al., 2006, p. 72xxiv. 

5 
Questions should be anticipated before they 
arise, or answered when they do (e.g. by using 
an FAQ style fact-sheet). 

Becker, 2004, p. 204xxv; Wray & Jupka, 2004, p. 
213xxvi; Wray, Jupka, Jacobsen, & Russo, 2004, p. 
32xxvii. 
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6 
Language dismissive of people's concerns 
should be avoided (e.g. 'radiophobia'). 

Becker, 2005, p. 523xxviii. 

7 
Break self-efficacy behaviours down into 
specific, key steps (including when to begin or 
finish these steps). 

Wray, Kreuter, Jacobsen, Clements, & Evans, 2004, p. 
239xxix; Wray & Jupka, 2004, p. 213xxx; Wray, Rivers, 
Whitworth, Jupka, & Clements, 2006, p. 72xxxi; 
Davoudi, Glik, Harrison, & Riopelle, 2004, p. 25xxxii; 
Glik, Davoudi, Cavanaugh, Davis, & Drury, 2004, p. 
64xxxiii, 66xxxiv; University of Oklahoma Southwest 
Center for Pre-Event Message Development, 2004, p. 
16xxxv; Wray, Jupka, Deverman, & Jacobsen, 2004, p. 
56xxxvi; Wray, Jupka, Jacobsen, & Russo, 2004, p. 
32xxxvii; Wray, Jupka, Whitworth, Rivers, & Russo, 
2005, p. 26xxxviii, 27xxxix. 

8 
Emotions and information needs will alter over 
the course of the first phases of an incident, 
and messaging should therefore suitably alter. 

Glik, Riopelle, et al., 2004, p. 21xl, 66-67xli; Glik, 
Harrison, Davoudi, & Riopelle, 2004, p. 219-220xlii; 
Becker et al., 2004, p. 6xliii; Wray, Jupka, Russo, 
Deverman, & Jacobsen, 2004, p. 21xliv. 

9 
Messages should be written in simple language 
(e.g. 'sixth grade' reading level, i.e. 11/12 years 
old). 

Wray, Kreuter, Jacobsen, Clements, & Evans, 2004, p. 
236xlv, 239xlvi; University of Oklahoma Southwest 
Center for Pre-Event Message Development, 2003, p. 
19xlvii, 21xlviii; 2004, p.17xlix; Becker et al., 2004, p. 45l; 
Glik, Riopelle, et al., 2004, p. 67li; Wray, Jupka, 
Deverman, & Jacobsen, 2004, p. 55lii; Wray, Jupka, 
Jacobsen, & Russo, 2004, p. 32liii; Wray, Jupka, Russo, 
Deverman, & Jacobsen, 2004, p. 20liv; Wray, Jupka, 
Whitworth, Rivers, & Russo, 2005, p. 26lv; Henderson, 
Henderson, Raskob, & Boatright, 2004, p. 227lvi. 

10 
As far as possible, adapt the message to the 
nature of the crisis and the specific context of 
the crisis to improve credibility and accuracy. 

Wray, Kreuter, Jacobsen, Clements, & Evans, 200, p. 
239lvii; Wray & Jupka, 2004, p. 214lviii; Wray, Jupka, 
Deverman, & Jacobsen, 2004, p. 56lix; Wray, Jupka, 
Russo, Rivers, et al., 2004, p. 36lx. 

11 
Messages should be open, accurate, clear, 
consistent, timely. 

Wray, Kreuter, Jacobsen, Clements, & Evans, 2004, p. 
239lxi; Wray, Rivers, Whitworth, Jupka, & Clements, 
2006, p. 71lxii; University of Oklahoma Southwest 
Center for Pre-Event Message Development, 2003, p. 
19lxiii, 21lxiv; 2004, p. 17lxv; Wray, Jupka, Deverman, & 
Jacobsen, 2004, p. 56lxvi; Wray, Jupka, Jacobsen, & 
Russo, 2004, p. 32lxvii; Wray, Jupka, Whitworth, 
Rivers, & Russo, 2005, p. 26lxviii. 

12 
Messaging should be calm, factual, and 
authoritative without sensationalism. 

University of Oklahoma Southwest Center for Pre-
Event Message Development, 2003, p. 19lxix; 2004, p. 
17lxx; Wray, Jupka, Russo, Rivers, et al., 2004, p. 36lxxi; 
Henderson, Henderson, Raskob, & Boatright, 2004, p. 
227lxxii. 

13 
Provide people with information about how to 
protect pets and livestock. 

University of Oklahoma Southwest Center for Pre-
Event Message Development, 2003, p. 21lxxiii; Wray, 
Jupka, Deverman, & Jacobsen, 2004, p. 56lxxiv; Wray, 
Jupka, Russo, Rivers, et al., 2004, p. 37lxxv. 

14 
Messages should include graphics, animations 
and maps where appropriate. 

University of Oklahoma Southwest Center for Pre-
Event Message Development, 2003, p. 21lxxvi; Becker 
et al., 2004, p. 45lxxvii; Glik, Davoudi, Cavanaugh, 
Davis, & Drury, 200, p. 64lxxviii, 66lxxix, 67lxxx; Wray, 
Jupka, Deverman, & Jacobsen, 2004, p. 56lxxxi; Wray, 
Jupka, Jacobsen, & Russo, 2004, p. 32lxxxii; Wray, 
Jupka, Russo, Deverman, & Jacobsen, 2004, p. 20lxxxiii; 
Wray, Jupka, Russo, Rivers, et al., 2004, p. 36lxxxiv. 
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15 
Messages should be provided in multiple 
languages. 

University of Oklahoma Southwest Center for Pre-
Event Message Development, 2003, p. 21lxxxv; Becker 
et al., 2004, p. 29lxxxvi; Davoudi, Glik, Harrison, & 
Riopelle, 2004; p. 25lxxxvii; Glik, Riopelle, et al., 2004, 
p. 67lxxxviii, 121lxxxix; Henderson, Henderson, Raskob, & 
Boatright, 2004, p. 227xc. 

16 
Messages should offer details about other 
sources of further information. 

University of Oklahoma Southwest Center for Pre-
Event Message Development, 2003, p. 21xci; Glik, 
Davoudi, Cavanaugh, Davis, & Drury, 2004, p. 65xcii; 
Wray, Jupka, Deverman, & Jacobsen, 2004, p. 56xciii; 
Wray, Jupka, Russo, Deverman, & Jacobsen, 2004, p. 
20xciv; Wray, Jupka, Russo, Rivers, et al., 2004, p. 
36xcv, 37xcvi.  

17 
Messages should assure the public that 
authorities are acting. 

Becker et al., 2004, p. 6xcvii. 

18 
Radio messages should be repeated to ensure 
comprehension. 

Becker et al., 2004, p. 6xcviii; Glik, Davoudi, 
Cavanaugh, Davis, & Drury, 200, p. 65xcix, 66c, 67ci; 
Wray, Jupka, Russo, Rivers, et al., 2004, p. 36cii. 

19 
Messages should provide a sense of urgency 
and assertiveness. 

Becker et al., 2004, p. 52ciii; Glik, Davoudi, Cavanaugh, 
Davis, & Drury, 200, p. 66civ; Wray, Jupka, Russo, 
Rivers, et al., 2004, p. 36cv. 

20 
Messages should be consistent across 
sources/channels. 

Becker et al., 2004, p. 56cvi; Glik, Davoudi, Cavanaugh, 
Davis, & Drury, 2004, p. 66cvii; Glik, Riopelle, et al., 
2004, p. 67cviii; Wray, Jupka, Whitworth, Rivers, & 
Russo, 2005, p. 27cix. 

21 
Messages should provide a list of protective 
equipment and measures and describe what 
types of agents they may be used for. 

Davoudi, Glik, Harrison, & Riopelle, 2004, p. 25cx. 

22 
Messages should be framed to complement 
prior knowledge/experience. 

Davoudi, Glik, Harrison, & Riopelle, 2004, p. 25cxi. 

23 Ensure important information stands out. 

Glik, Davoudi, Cavanaugh, Davis, & Drury, 2004, p. 
63cxii; Glik, Riopelle, et al., 2004, p. 67cxiii; University 
of Oklahoma Southwest Center for Pre-Event 
Message Development, 2004, p. 17cxiv; Wray, Jupka, 
Russo, Rivers, et al., 2004, p. 37cxv. 

24 
Differentiate between impacts on adults and 
children. 

Glik, Davoudi, Cavanaugh, Davis, & Drury, 2004, p. 
64cxvi. 

25 
Detail a timeline of how the CBRN agent may 
affect the body, including treatment/recovery. 

Glik, Davoudi, Cavanaugh, Davis, & Drury, 2004, p. 
64cxvii. 

26 
Photos used in fact sheets need to be specific 
and relate specifically to symptoms and 
treatment. 

Glik, Davoudi, Cavanaugh, Davis, & Drury, 2004, p. 
65cxviii. 

27 
The most important information should be 
given first. 

Glik, Davoudi, Cavanaugh, Davis, & Drury, 2004, p. 
65cxix; Wray, Jupka, Russo, Rivers, et al., 2004, p. 
36cxx, 37cxxi.  

28 Radio messages should be paced appropriately. 
Glik, Davoudi, Cavanaugh, Davis, & Drury, 2004, p. 
65cxxii; Wray, Jupka, Russo, Rivers, et al., 2004, p. 
36cxxiii. 
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29 
A tone or other noise can be broadcast to gain 
audience attention. 

Glik, Davoudi, Cavanaugh, Davis, & Drury, 2004, p. 
66cxxiv, 67cxxv. 

30 
Too many TV graphics may diminish 
comprehension. 

Glik, Davoudi, Cavanaugh, Davis, & Drury, 2004, p. 
66cxxvi. 

31 
Use a familiar news format (e.g. special report, 
breaking news). 

Glik, Davoudi, Cavanaugh, Davis, & Drury, 2004, p. 
66cxxvii; Glik, Riopelle, et al., 2004, p. 67cxxviii. 

32 
The use of dual spokespersons can heighten 
credibility (i.e. a respected public figure with a 
subject expert). 

University of Oklahoma Southwest Center for Pre-
Event Message Development, 2004, p. 17cxxix. 

33 
An appropriate degree of information should 
be provided (i.e. balance between sufficient 
and too much). 

Wray, Jupka, Deverman, & Jacobsen, 2004, p. 55cxxx; 
Wray, Jupka, Jacobsen, & Russo, 2004, p. 32cxxxi; 
Wray, Jupka, Russo, Deverman, & Jacobsen, 2004, p. 
20cxxxii. 

34 
Identify the source for key information. This 
source should be known and seen as credible 
by the public. 

Wray, Jupka, Deverman, & Jacobsen, 2004, p. 55cxxxiii; 
Wray, Jupka, Jacobsen, & Russo, 200, p. 32cxxxiv; 
Wray, Jupka, Russo, Deverman, & Jacobsen, 2004, p. 
20cxxxv. 

35 
Rationales and explanations for recommended 
actions, and the likely outcomes of the actions, 
should be provided. 

Wray, Jupka, Whitworth, Rivers, & Russo, 2005, p. 
26cxxxvi. 

36 
Audience characteristics (e.g. age, 'race', 
location, prior exposure to such events) should 
be borne in mind when designing messages. 

Wray, Jupka, Whitworth, Rivers, & Russo, 2005, p. 
27cxxxvii; Davoudi, Glik, Harrison, & Riopelle, 2004, p. 
25cxxxviii. 

 

Reviewing many of these and other studies, Rubin et al. (2012) provide a number of confirmatory 

suggestions concerning ‘what to say’ and ‘how to say it’ that are also pertinent to this discussion. 

Concerning ‘what to say’, the authors suggest that communicators ought to consider the public’s 

existing understandings and ‘mental models’ in order to manage misunderstandings and resonate 

with prior knowledge; that advice on the likelihood and prevention of exposure should be promoted 

alongside information about why such actions are effective; and that people who may have been 

exposed should be able to readily find information about their likelihood of exposure (using 

‘objective signs that exposure may have occurred rather than subjective symptoms’ [p. 393], in order 

to mitigate low-risk patients from erroneously presenting at medical facilities) and medical 

countermeasures/treatments (including how and why these measures work, in order to maximise full 

completion). Regarding ‘how to say it’, Rubin et al recommend that familiar and trusted 

spokespersons (e.g. representatives and community leaders) give consistent messages to maximise 

trust; that information is provided in multiple languages; that local information sources should be co-

ordinated given the trust placed in them by relevant publics; and that communications should 

demonstrate the compassion, competence and transparency of response organisations. 
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Scholars from the CATO project (Rhode et al., 2015) advise a number of recommendations on the 

back of their extensive survey research around CBRN perceptions and behaviour. When generating 

content, they advise that ‘content should be simple to understand’, content should ‘provide 

information and promote action’ and that ‘the source of the content should be easy to identify’ (p. 

63). Since CBRN incidents pose risks to the public that are variable in probability but which might be 

misunderstood in more absolute terms, the authors recommend that statistical information be 

handled carefully. In this respect, probabilities should be presented as ‘comprehensible numbers’ 

(e.g. 1 in 1000, rather than 0.1%) or put into more quotidian contexts (e.g. how much radiation one 

might be exposed to in terms of an equivalent flight time) (2015, p. 65). It should be noted that 

‘comparisons with voluntarily chosen risk behaviour should be avoided’ (e.g. comparing the chance 

of getting cancer with smoking or drinking) (ibid.). The authors recommend that officials can help to 

reduce stigmatization of minority groups whom a terrorist might belong to or become associated 

with by highlighting distinctions between the terrorist and the minority group and to amplify the 

voices of community leaders who wish to articulate their rejection of the attack. Due to low public 

knowledge about CBRN, communication must take into account not only the actual characteristics of 

CBRN agents involved in the attack but also those presumed by the public to be involved, thereby 

involving a monitorial capacity on the part of practitioners (2015, p. 71). The authors confirm that the 

‘worried well’ phenomenon can be mitigated with specific instructions regarding symptoms (e.g. ‘If 

you get the following three symptoms consult [a medical practitioners], if the third one is missing 

[then] it is something else’) as well as indications of distance to site or time frames that may provide 

contingency of risk (2015, p. 72). People with particular vulnerabilities (or their carers) should be 

reminded of their potential vulnerability (e.g. pregnant women, small children, elderly people, 

people with certain health conditions) and provided with any extra relevant information/instruction 

(integral to the ordinary crisis communication messaging) in order to adequately respond, seek 

treatment or take specific precautions in relation to their heightened susceptibility to the CBRN 

agent in question (see pp. 90-91). Messaging should incorporate all major languages relevant to the 

incident (but English is of course widely understood) and visual signage can help to reduce confusion 

(see pp. 92-93). Regarding the specifics of CBRN agents, the authors acknowledge that ‘crisis 

communication is in part a predictable process and in parts an adaptive one’ (2015, p. 74). As such, it 

is essential to maintain a ‘close and established connection’ to experts in order to ‘flexibly react to 

the particular properties of a given substance’ (2015, p. 75).  

Regarding such properties, and despite the uncertainty that the immediate response phase can 

present, distinguishing some specifics of the individual CBRN aspects of a crisis can be important to 

an appropriate response where such details are known. The authors therefore provide the following 
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recommendations regarding chemical, biological, radiological and nuclear aspects of an incident (see 

Rhode et al., 2015, pp. 74-87): 

5.1.1 Chemical incidents5 

• Perceptible characteristics of a chemical threat (e.g. consistency, odour or colouring) can be 

given in order to alert citizens to a potential or recurring threat (e.g. ‘smells like garlic’). This 

can also prevent the presence of a chemical substance being ignored as innocuous. 

• The transferability of a chemical, where applicable, should be communicated and it should 

also be noted that transferability is not equivalent to infectiousness in chemical incidents. 

• Consideration of nomenclature can be important: complex names can induce fear, while 

common names can induce complacency or certain attachments to cultural knowledge (e.g. 

mustard gas).  

• The possibility of chemical reactions should be considered and incorporated into warnings. 

• Information about toxicity and potential delayed effects should be given.  

5.1.2 Biological incidents 

• In contradistinction to chemical incidents, contagion and incubation time are important 

aspects of biological incidents, and may multiply the temporal and spatial complexities of an 

incident. As such, information regarding transmission, the avoidance of infection and 

symptoms is essential, as are ways of accessing treatment for those who can confirm they 

have been affected. 

• The provision of specific and falsifiable indications of symptoms can be helpful to citizens in 

identifying whether one has or has not been affected (e.g. by ruling out anyone who has 

symptoms X and Y but who has not been in area Z, or vice versa).  

• Information about infection routes (e.g. airborne, contact, food/water) should be combined 

with concrete instructions on avoidance of infection (e.g. use of masks, gloves, hand 

washing, avoiding foods, boiling water).  

• Information about the durability of a biological agent can help to rule out possible infection. 

• Where vaccinations become available and are recommended, communication about them 

needs to be handled with great care, especially given the reservations many citizens will have 

about their risk/benefit.  

 

                                                           
5 See also Pearce et al. (2013) 
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5.1.3 Radiological incidents6 

• Radiological substances cannot be detected by the senses so the dependency of the public 

on crisis communications is even more pronounced here. 

• Doses of exposure should be communicated carefully, as people have limited experience 

with the scales at which radiation becomes problematic and fractions of units can become 

intermixed with total units (e.g. 2 Sievert = 2000 mSv). Further, the consequences of 

exposure ought to be perceived as probabilistic (e.g. % increased chance of cancer 

prevalence). One of the most useful ways to translate this into practice is to provide 

information about areas that are unsafe to enter (either absolutely, or qualified by the risk 

that x minutes in the area poses compared to normal levels of radiation) or in terms of 

known risk activities (e.g. compared with the length of a transatlantic flight, number of x-

rays, etc).  

• Due to the legacy of Chernobyl and Fukishima (and, we might add, Salisbury), public 

scepticism of information about radiological incidents is likely to be high, so overly reassuring 

messages, however well qualified, may meet with a lack of credibility among the public. 

• The half-life of the particular isotope in question should be explained carefully due to 

perceptions and fears about the extensive long-term risk associated with radioactive 

substances, even though this period of time could be substantively very short. 

5.1.4 Nuclear incidents7 

• The magnitude of such an attack would be such that conventional communication channels 

may not be functional (leaving only pre-incident information and hot-zone communications 

in relation to those immediately affected) and the scale of damage to humans, buildings and 

other infrastructure may be so devastating as to be beyond the normal scope of local, 

national or continental crisis management capacity.  

• The spread of nuclear materials (e.g. via wind) could lead to radiological ‘incidents’ 

elsewhere, meaning that communications appropriate to these incidents would come to the 

fore. 

• The perception of such an incident could be similar to the response to an incident such as 

9/11: a feeling that a ‘new era’ has begun. The psychological and societal effects of such an 

attack may be greater than C, R or B incidents, even if casualty numbers could ultimately be 

lower than a widely dispersed biological attack, for instance. As such, considering the 

                                                           
6 See also Gauntlett et al. (2018) 
7 Ibid. 
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significance of the attack in the wider culture is of utmost importance to (re)build trust in the 

longer term. 
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6 Existing Templates for CBRN Communication 

There is a need for relatively scripted if flexible messaging materials in advance of CBRN crises, 

since such incidents are likely to overwhelm crisis management capacity in the first instance and 

diminish any effectiveness of an ad-hoc response to such circumstances. This leads us back to our 

original point at the outset of the Best Practice section regarding the importance of preparation.  

However, as is suggested in Schmidt and Vos (2015), ’Many variables can make a particular CBRN 

incident very distinct from another one…[t]herefore no general formula for "the CBRN related 

communication" exists’ (p. 69). As such, ‘it cannot be recommended to completely rely on 

pregenerated material and messages’ (Rhode et al., 2015, p. 102). Beyond the C/B/R/N aspect of an 

individual attack, all manner of circumstantial elements will contend to add extra dimensional layers 

to the suitability of crisis communications messaging (e.g. the number of victims, the degree of 

uncertainty concerning the incident, the sociodemographic attributes of victims, media appropriate 

and available in the circumstances, etc). Rather, then, it is preferable to incorporate some ready 

materials while recruiting existing communications specialists who have additional CBRN training to 

meet the immediate communications challenges of such an incident. Such a strategy will be more 

agile to the demands of an incident without beginning from a standing start.  

In recent years there has been a drive, certainly in the UK at least, towards the establishment 

outside of crisis moments of public understanding of what to do in the event of high-risk situations. 

Thus, campaigns such as ‘Run, Hide, Tell’ (Pearce et al., 2019), ‘See it, Say it, Sorted’ and ‘REMOVE. 

REMOVE. REMOVE’ (NARU, 2018; Carter et al., 2019) have been inaugurated in the UK as aide 

memoires to inform and assist citizens in making effective choices in circumstances involving 

suspected or enacted harm. In the CBRN context, here too most of the ‘open source’ templates for 

CBRN communication comprise risk communication messaging and efforts at establishing their 

effectiveness and suitability. Hence, for instance, Rogers et al’s (n.d.) ‘Responding to emergencies 

involving chemical, biological, radiological and nuclear (CBRN) hazards: Information for members of 

the public’ provides a leaflet for use prior to a CBRN incident to help members of the public 

understand what kind of circumstances the CBRN label applies to, how the emergency response will 

unfold (from evacuation to undressing to decontamination to rest centre), what CBRN-trained 

emergency responders will look like and do and what any individual citizen can do to protect 

themselves and their family.  

Such materials are intended to ready the public before disaster strikes. In terms of messaging 

templates for CBRN crisis response, however, the CDC’s publications in this area present, to the 
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authors’ knowledge, the only major, ‘open source’ and comprehensive set of templates for CBRN 

crisis response. Published in the 2000s, these materials have lost some of their applicability to the 

CBRN context of the 2010s due in large part to changes in the media landscape during the 

intervening period: while the CDC research examined response to television, radio and fact sheet 

materials, the CDC’s work in this area did not test response to web-based materials. Further, given 

the US-context for the research, the application to the European context is also limited by factors 

such as the different linguistic/cultural dimensions of these two contexts: rural and urban social 

divides are more pronounced in USA, local television stations are more prevalent in USA (which can 

exacerbate the rural/urban divide due to distance from available stations and diffusion of cable) and 

the ethnic/linguistic demographic composition of the citizenry differs. Nevertheless, many other 

aspects remain, not least low levels of public knowledge and high levels of fear regarding CBRN 

among the public. As such, it is worth providing an overview of these materials given that these 

represent the only substantive and openly available resource in this area and which therefore any 

future novel provisions for CBRN messaging will likely do well to draw upon. The materials have been 

preserved by the Wayback Machine and remain available at: 

http://web.archive.org/web/20130201171307/http://www.bt.cdc.gov/firsthours.  

 

The structure of the CDC template materials is as follows: 

 

• A ‘first minutes’ holding statement template for use before all/most facts of the incident 

have been established 

• Anthrax - short and extended message templates 

• Botulism - short and extended message templates, long and short ‘live read’ scripts, creative 

brief for generative message design 

• Chemical agent - short and extended message templates 

⁃ VX - creative brief 

• Dirty bomb - short and extended message templates, long and short live read scripts 

• Nuclear weapon - short and extended message templates 

⁃ Radioactive materials - creative brief 

• Plague - short and extended message templates, long and short live read scripts, creative 

brief 

• Smallpox - short and extended message templates 

• Suicide bomb - short and extended message templates 

• Tularemia - short and extended message templates 

http://web.archive.org/web/20130201171307/http:/www.bt.cdc.gov/firsthours
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• VHF - short and extended message templates 

 

 The ‘first minutes’ template recommends the following statements are provided in a timely 

manner in the initial holding statement (CDC, n.d.-a): 

 

1. Please pay close attention. This is an urgent health message from [your public 

health agency]. 

2. Officials [emergency, public health, etc.] believe there has been a serious incident 

[describe incident including time and location] in  ____________________ area. 

3. At this time, we do not know the cause or other details about the incident. 

4. Local officials are investigating and will work with State and Federal officials to 

provide updated information as soon as possible. 

5. Stay informed and follow the instructions of health officials so you can protect 

yourself, your family and your community against this public health threat. 

6. [Give specific information about when and how the next update will be given 

 

“When more information is known, additional messages could be added about what 

is happening, the specific terrorist agent, the actions people should take to protect 

themselves and others and where to go for more information. Since these messages 

were developed to be effective for a variety of scenarios, they will need to be 

adapted to the specific event.” 

 

 By way of example, the CDC’s ‘short’ message template for a chemical agent incident is as 

follows (CDC, n.d.-b).  

 

• This is an urgent health message from the U.S. Department of Health and Human 

Services. 

• Public officials suspect that a chemical agent has been deliberately released in the xxx 

area or xxx building. 

•  xxx number cases have been reported with symptoms of [chemical agent]. These 

symptoms include: [list of symptoms]. 
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NOTE TO HHS USERS: Give description of agent (e.g., colourless gas, odourless or mild 

smell of garlic or almond), depending upon the agent. 

 

• If you are outdoors in the xxx area, emergency workers will ask you to leave the area 

or find shelter nearby. 

• If you are indoors in the xxx area, go to the highest level of the building and close 

windows, doors and fireplace dampers. Turn off heating and cooling systems and 

close vents so that the room is not exposed to outside air. 

• If the chemical was released in your building, follow emergency personnel’s 

instructions. 

• How people were exposed to this chemical or the full extent of the problem is unclear. 

• Local, state, and federal officials, including HHS, FBI, and Homeland Security, are 

working together to find out more about this situation. Updates will be made as soon 

as officials know more. 

• xxx area, protect yourself and your family by staying home or where you are and wait 

for further instructions. 

 

• Go to [insert local media information here] to hear the latest information from local 

officials. 

• For more information on chemical agents, go to the HHS Web site at www.hhs.gov, the 

Centers for Disease Control and Prevention’s Chemical Emergencies Web site at 

http://www.bt.cdc.gov/chemical/, or call the CDC Hotline at 1-800-CDC-INFO for the 

latest updates. 

 

 Two things are notable regarding the nature of this message template. The first concerns its 

content: the template features a variety of important information and instructions that citizens can 

use to respond to the incident. The template is logically organised, ensuring that the urgency of the 

message, its source and an overview of the incident are provided initially, before providing the 

primary instructing information, some further information about what is known or unknown, how 

people can remain safe, forewarning the audience of ‘challenges ahead’ before finishing with details 

about where further/subsequent information can be found. The second notable aspect concerns the 

relatively interchangeable nature of the content in the context of an incident in which the chemical 

properties of the agent used in the incident are known. Hence, the main information that would 

need to be changed concerns the specific details (e.g. colour or odour) of the agent and its 
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symptoms, the area/building affected and local media sources for further information. Inevitably, 

translating such messaging materials to a European context would entail other details (such the first 

responder agencies and further information sources) changing also, but otherwise the template is 

structurally well organised and retains its likely effectiveness.  

 A key recommendation to be made in the area of Clear and Compelling Communications is, 

therefore, for practitioners in the European sphere to retain the content structures of the CDC 

message templates but to adapt the specific geographical details to the necessary local and national 

context.  

 We would also advise, however, that a further variant of the short/extended messages ought 

to be designed. This is primarily due to the additional need for brevity in constructing social media 

messaging. The next section will briefly outline best practices that specifically relate to social media 

crisis communications, before condensing the above first minutes and chemical templates into 

proposed examples of how such material could translate into the social media and mobile messaging 

context. 
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7 Social Media Messaging Strategies 

In the event of a CBRN crisis, it has become increasingly clear that social media will play a substantial 

role in many citizens’ first alert of the incident and in providing further updates. While it is important 

not to overstate its prominence as a mechanism for the diffusion of crisis communications, social 

media nonetheless has now to be acknowledged as an established and necessary channel of 

communication alongside other online and ‘traditional’ (or ‘legacy’) forms of media in providing a 

communications response.  

There are multiple aspects of social media communication that provide meaningful differences to the 

way in which crisis communication can and ought to be conducted. Among the advantages, the 

following are among the major positive contributions social media messaging can make to the 

achievement of crisis communication goals (see Houston et al., 2015): 

 

Disintermediation 

 

 The decline in importance of mediating channels of information, such as TV or radio news 

broadcasts, aids in more direct forms of communication with audiences, enhancing the potential for 

timeliness and control over messages sent to the public. One of the main downsides to 

disintermediation, however, comes with the fragmentation of potential sources of information and 

corresponding challenges of gaining and maintaining trust and reach among audiences. Nevertheless, 

the affordances that social media platforms provide through their various amplification mechanisms 

(e.g. retweeting, sharing, etc in combination with verification features) mean that trusted agencies 

who communicate effectively have a greater chance of amplification than other voices (even if 

official and trusted agencies can occasionally be falsely imitated).  

 

Two-way communication 

 

 Where traditional media channels provide for relatively little opportunity for audiences to ‘talk 

back’ to the originators of crisis messaging, the possibility via social media for two-way 

communication transforms the responsiveness that official agencies can have in ensuring that 

information needs of the public are met. Where press conferences once provided important 

opportunities for journalists to ask questions about the response to a crisis on behalf of their 
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audiences, the public themselves can now aim comments and questions directly at the organisations. 

Two-way communication also enables official agencies to respond to rumours and misperceptions 

directly and quickly. 

 

Citizen co-ordination  

 

 Social media also enables citizen-to-citizen communication, supporting the goals of official 

agencies in their management of a crisis (Veil et al., 2011; Reuter & Kaufhold, 2017; Jurgens & 

Helsloot, 2017). For instance, in the aftermath of terrorist attacks in Paris, the hashtag 

‘#porteouverte’ was set up and spread by local citizens to offer safety and shelter to those in need of 

somewhere to stay on the evening of the incident.  

 It is also important to consider what aspects of a message might be likelier to attract attention 

and amplification, and thereby contribute to citizen co-ordination. Since sharing is such a ubiquitous 

part of social media activity and helps to perform a crucial goal of crisis communication (i.e. 

communicating useful information quickly to as many potentially affected people as possible), 

adjusting messages in order to strategically take advantage of social media users’ propensity to share 

is necessary. Messages which provide hazard impact and advisory information, promote community 

resilience, use preestablished hashtags, capitalize important information and use imperative 

sentences are more likely to be retweeted (Sutton et al., 2015a, 2015b). A more generic model of 

how issues spread on social media includes factors such as whether the message is considered 

worthwhile to share (i.e. because it will benefit the receiver or because it increases knowledge), 

whether the message expresses needs or emotions, whether the message has entertainment value 

or positive sentiment, whether the message has news value (including eye-witness accounts or 

relevant to a well-known institution or figure, and whether people want to be identified with the 

message (Zhang & Vos, 2015). Unfortunately, recent research also finds that falsehoods travel far 

more quickly and extensively than the truth on social media (Vosoughi et al., 2018).  

 

A multi-channel mix 

 

 Since many people will tend to attempt to verify information about emergencies (particularly 

unprecedented incidents, as a CBRN attack would be) from secondary or further media sources, 

social media can be used productively to help to verify and provide updates on information from 

other media channels (e.g. if someone first sees the news concerning a terrorist attack on TV and 
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then searches for appropriate social media accounts to follow for updates) and vice versa (e.g. by 

consulting news websites to confirm something seen on social media). The similarities that social 

media content would have with wireless emergency alert communications given the brevity which 

inherently characterises such alerts also means that messaging materials could be easily transposed 

from one to the other. Finally, the addition of social media to a multi-channel media mix during a 

crisis adds further resilience and choice to the array of sources available to citizens during a crisis, 

meaning that the unavailability of any or all other sources of information (e.g. due to being away 

from a TV, computer or radio, or because the attack has taken media transmitting technology out of 

use) becomes less problematic.  

 

 Social media also provides some problems and challenges in conducting the goals of crisis 

management: 

 

Avalanches of discussion, requests, competing narratives 

 

 The number of messages that can be sent during a crisis by citizens on social media can 

overwhelm the number sent by credible and official organisations (Lachlan et al., 2016), in some 

cases in the order of hundreds of thousands or millions. This can mean that for many users it would 

be impossible to become aware of official messages unless following such accounts (Helsloot & 

Groenendaal, 2013) and may require the reiteration of any given message several times in order to 

‘cut through the noise’. In such ‘avalanches’ of social media activity, it can also be difficult for official 

agencies to respond effectively and in timely fashion to questions and requests they may receive. 

Competition for control on the part of authorities of the hegemonic narrative of such events is likely 

to be a recurring problem for each CBRN and other crisis, even within the incident response itself. 

 

Disinformation activists 

 

 There is a growing body of evidence to suggest that belligerent disinformation activists seek to 

disrupt the official response to crises, including in the immediate aftermath of terrorist attacks. We 

argue that a ‘hybrid environment’, comprised of a hybrid warfare landscape (e.g. transnational 

disinformation efforts) and the novel complexities of the ‘hybrid media system’ (Chadwick, 2017), 

provides emergent and potentially seismic challenges to crisis communicators. In particular, the 

outcome of such activity is two-fold: (i) in the immediate short-term the empirical facts of an incident 
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can become subject to dispute, and well-meaning citizens may genuinely internalise falsehoods that 

could harm them or others, and (ii) during the incident and beyond, confusion and distrust of official 

institutions can be induced, such that official information and effective instructions may well be 

disbelieved or ignored situationally or prospectively. In our view, the hybrid environment presents 

issues for critical competencies such as timeliness and consistency of the message (or ‘message 

control’), and as such these are also the competencies through which practitioners will need to 

become more attentive going forwards. Correspondingly, responding to a crisis through social media 

within the first minutes of its emergence and maintaining control of the narrative through multiple 

channels including social media critical to combatting dis/misinformation and maintaining public 

trust. 

 

False negatives 

 

 Coverage of hashtags/mentions is not always ‘the full conversation’. As such there is a 

possibility that discussion of a crisis can be ongoing beyond such feeds, and which can produce 

communications unseen and problematic for effective citizen response. Relatedly, it is difficult to 

predict the hashtags that citizens might adopt during a crisis, but ‘organic localized hashtags’ tend to 

emerge (Lachlan et al., 2016). In our research on common practice in social media communication 

during terrorist crises (see section below), hashtags used by authorities tended to centre around 

place names (e.g. #LondonBridge), descriptions of the incident (e.g. #shooting), the organisation’s 

name itself, and others. These may not be consonant with the organic, localized variants that emerge 

among the wider community. 

 

Brevity required 

 

 Sutton et al. (2014) suggest that the brevity required on social media means that certain key 

information can be omitted. The maintenance of the multi-channel mix is challenged by the differing 

logics, affordances and space that each channel within such a strategy will inevitably provide; 

messages prepared for television broadcast will need to be broken down for social media use. On 

Twitter, for instance, a limit of 280 characters per tweet means that the complexities of public 

messaging must be distilled into this format. As such, the use of embedded images of press releases, 

URL links to website materials, tweet ‘threads’ that enable the linking of multiple tweet messages, 

Twitter ‘moments’ and ‘timelines’ and other approaches to exploiting the platform’s affordances are 
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often used to overcome this limitation. However, people may find such terse messages 

uninformative, confusing and impersonal given the limitations of content that such channels impress 

upon the messaging format available (Bean et al., 2016; see also Wood et al., 2018). Further, 

evidence from news consumption research suggests that a majority of hyperlinks on Twitter are 

never clicked (Gabielkov et al., 2016), although people are more likely to click a hyperlink in a crisis 

situation (Sutton et al., 2017). 

A selection of social media-specific best practices is given below: 

7.1 Social media best practices 

• Monitor and ‘join the conversation’ (CDC, 2014; Veil et al., 2011).  

• Engage with hashtags (Howell et al., 2014). 

• Address rumours (CDC, 2014)  

• Personalise the message (CDC, 2014; Bean et al., 2016) 

• Provide timely updates (CDC, 2014) and avoid informational voids (Howell et al., 2014). 

• Repeat warning messages in order to overcome the ‘avalanche’ – potentially up to several 

times per minute if necessary (Spence et al., 2015). 

• Ask for help (CDC, 2014) 

• Distil expertise into everyday language and basic explanations without patronising the 

audience (CDC, 2014) 

• Link to credible web resources (CDC, 2014) and utilise the affordances of social media 

platforms. This can include linking to or embedding video, audio, press releases, website 

content, etc. This also allows multiple social media platforms to point to the same online 

materials as each other (CDC, 2014). However, evidence is mixed regarding the effectiveness 

of including URLs in messages in terms of amplification (Sutton et al., 2015a, 2015b). 

• Translate general best practices into the social media sphere: for instance, provide self-efficacy 

measures and communicate with compassion and openness (CDC, 2014; Veil et al., 2011). 

‘Be First, Be Right, Be Credible’ applies to social media as much as other media (CDC, 2014, p. 

19). 

• Amplify the posts/accounts of other credible sources (CDC, 2014) 

• Ensure that high standards of accuracy and speed are maintained, acknowledging uncertainty 

if necessary (CDC, 2014). 

• To promote message amplification, messages should provide hazard impact and advisory 

information, promote community resilience, use preestablished hashtags, capitalize 

important information and use imperative sentences (Sutton et al., 2015a, 2015b). 
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• On micro-messaging platforms (e.g. Twitter) providing more comprehensive information about 

the hazard (including its location and time) and guidance will help to prevent ‘milling’ (i.e. 

further information seeking that could delay the onset of compliance with instructions) (Bean 

et al., 2016). 

 

Following these principles, the suggested template for a ‘first minutes’ template below transposes 

the CDC’s ‘first minutes’ template into a message congruent with the logics and best practices of 

social media crisis communications. 

 

• ATTN (1/x): [There has been a] serious incident in __________. We do not yet fully know the 

cause or other details about the incident. Emergency services are [currently] investigating. 

Follow this account and activate notifications to receive further updates. The next updates 

will be at __:__. 

• ATTN (2/x): If you are in the __________ area, please follow the guidance of police officers and 

other emergency services personnel to evacuate as quickly and safely as possible. You may 

be required to undergo decontamination and other security procedures.  

• ATTN (3/x): [When more information is known, additional messages could be added about 

what is happening, the specific terrorist agent, the actions people should take to protect 

themselves and others and where to go for more information. Since these messages were 

developed to be effective for a variety of scenarios, they will need to be adapted to the 

specific event.] 

 

Alternatively, using an attached photo to provide a press statement: 

• ATTENTION: This is an urgent message from _______ about a serious incident that has taken 

place in __________. Please RT. [attached statement] 

 

 Message templates incorporating these ideas were used in both of the FTXs conducted during 

the TOXI-Triage project. For instance, during FTX FOCUS, the following messages were sent out 

during the first minutes via the TOXI-MOTIVE platform:  

 

• 1148: There has been a serious incident at the FTX-Athens. We do not yet fully know the cause 

or other details about the incident. Emergency services are investigating. Follow this account 

to receive further updates. The next updates will be within 30minutes. 
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• 1152: There has been a serious incident at FTX-Athens involving hazardous chemicals. There 

are emergency services on scene. If you are not at the scene, please do not travel to the 

area. If you are near to FTX-Athens please move inside and close the windows. Please keep 

monitoring this account for updated information.  

• 1157: If you are in the FTX-Athens area, please follow the guidance of police officers and 

emergency service personnel. If instructed to do so, please evacuate as quickly and safely as 

possible. You may be required to undergo decontamination and other security procedures. 

 

 During FOCUS these messages were sent on a pre-determined schedule. For FTX DISPERSE, we 

asked Silver Command to select from a range of template messages or to construct their own. This 

resulted in the following first messages: 

 

• 1205: We are aware of reports of an incident at #Mikkeli. We will provide further updates as 

soon as possible #ftxdisperse 

• 1208: We are dealing with an incident in the market square in #Mikkeli, when we have more 

information we will update this feed #ftxdisperse 

• 1213: Emergency services are responding to an incident at #Mikkeli. Please stay away from the 

area. More details to follow 

 

Beyond the insights that such practice during scenarios provides, we were also interested in 

understanding how crisis communications practitioners utilised social media during ‘real-world’ 

incidents. Given the relative infrequency of successful CBRN incidents, we chose to use terrorist 

incidents as a proxy for practice in this area, while bearing in mind the fundamental differences in 

the communications requirements that such circumstances present. The following section 

summarises our findings. 
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8 Common Social Media Practice in Terrorism 

Incidents 

 In order to analyse ‘common practice’ in official organisations’ social media response to 

terrorism incidents, we have taken 75 terrorist attacks from the beginning of 2014 to the end of 2017 

in Western Europe as the basis for a study into the ‘common practices’ of ‘response agencies’ - here, 

taken to mean the operational, strategic and political bodies at international, national and local level 

that have some role to play in communicative leadership in the immediate aftermath of such a crisis. 

This was achieved through an analysis of Twitter data, via a sample of 75 incidents drawn from the 

Global Terrorism Database, a definitive database of terrorism incidents and their characteristics from 

around the world. The resulting dataset of 3098 tweets provides a unique basis upon which to 

ground an evaluation of social media practice in crisis communications. A summary of our findings is 

as follows: 

 

• The data shows a high variability in the extent to which response agencies in different 

countries tweet about terrorist incidents. 

• Authorities tend to be more responsive in cases of terrorist attacks in capital cities. Generally 

speaking, fewer tweets are sent when terrorist attacks occur in smaller cities. Incidents with 

high fatalities and/or wounded casualty figures tend to correspond to a relatively substantial 

social media response. Likewise, it seems that a small-scale or absent social media response 

follows a non-fatal incident with limited casualties. 

• The results indicate a difference in the number of tweets per fatality and wounded between 

jihadist terrorism and far right terrorism - far right terrorism receives a slightly more 

substantial response. Notably, however, both of these types of attack correspond with a 

much greater social media response than incidents where there are other motives.  

• Attacks involving explosives, melee weapons and vehicles used as weapons tend to garner a 

larger response than those involving weaponry such as firearms and incendiary devices. 

Attacks which have potential implications for the public at large (for the individual or for 

family/friends potentially caught up in an attack) and which are relatively new and unfamiliar 

in their methods to this period (i.e. vehicular assaults) tend to produce a greater social media 

response. A CBRN incident – which would meet the criteria of large-scale social impact and 

cultural unfamiliarity – is therefore likely to result in a comprehensive social media response. 

• Tweets sent by response agencies tend to receive approximately 30 and 25 times more 
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retweets and favorites than replies.  

• First tweets are relatively important: they tend to receive greater engagement in terms of 

replies and retweets than non-first tweets. However, disparities between the engagement of 

users with earlier tweets and later tweets is less stark than might be assumed. The data 

suggests that the critical time for attracting the attention of citizens using the platform is 

within the first hour, rather than within the first tweet or tweets per se.  

• Requesting retweets from the public can be an effective strategy. Although one could imagine 

that the effectiveness of this strategy might plateau if over-used, response agencies very 

rarely use it currently; such requests appear in less than 0.3% of all tweets, but tend to 

produce greater engagement in terms of retweets than those which do not feature such 

requests. 

• Tweets which orient towards information seeking and instruction tend to generate more 

retweets than other types of tweets, while people also tend to favorite tweets which feature 

instructions more than other kinds of tweets. 

• More tweets are sent out within hour ‘two’ than in hour ‘one’ in the aftermath of an incident. 

Response agencies could therefore enhance the degree of information provided in 

subsequent stages beyond the initial first hour. 

• Overall, the type of account that tweets the most is ‘fusion’ type accounts, followed closely by 

national police, local police and interior ministry accounts. The first official response on 

twitter is broken most often by local police accounts, followed closely by national police 

accounts. 

• Local accounts are therefore important in the immediate aftermath of a terrorist attack, but 

their role soon diminishes, and national accounts – particularly ‘fusion’ accounts – begin to 

assume a more prominent role in keeping the public updated as time passes. 

• Information dissemination is the main function that tweets in terrorist crises serve, followed 

by instruction and ‘ritualistic’ (e.g. condemnatory or solidarity) tweets. Those which seek 

information from the public or constitute meta-discussion (e.g. about rumours) are much less 

prominent.  

• Instructions and information concerning traffic/transport are among the most prominent types 

of instructing information over the lifespan of the first hours and days of an incident. 

However, advice to ‘avoid the location or evacuate’ is among the most prominent types of 

advice coded overall, and is the main type of advice given in the first several hours. 

• ‘First tweets’ were quite varied in their content across the dataset: some incorporated 

hashtags, some used hyperlinks, some embedded content using Twitter’s native image-

hosting service, some referred users to other accounts via their Twitter handle. Some tweets 
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include none of these features, while others include most of them. None included all. Where 

included, the type and level of instructions also varied: some concerned the movements of 

the public, while others were concerned with online behaviour (e.g. avoidance of rumour). 

• Not all response agencies had established a social media presence in time for incidents during 

the course of the sample (2014-2017), and fewer had activated Twitter’s facility to enable 

users to activate Twitter alerts during crises (see https://help.twitter.com/en/managing-

your-account/how-to-use-twitter-alerts).  

 

 Overall these findings suggest that many best practices are already adhered to by public 

response agencies on social media, but that practice could be further standardized and enhanced 

in line with normative best practice. Where this leaves social media practice in advance of any 

large-scale CBRN incident is difficult to tell, since there may be protocols ready for CBRN attacks 

that are not required in prior terrorist attacks and which would only therefore be enacted in such 

circumstances, but it would certainly seem that variation among social media practice in these 

prior terrorist attacks is suggestive of likely variation (towards and/or away from normative best 

practice) in the event of a CBRN attack. Narrowing the range of such variation would entail a 

greater pan-European adherence to best practice during crises and the enhancement of trust on 

the part of the public. 

  

https://help.twitter.com/en/managing-your-account/how-to-use-twitter-alerts
https://help.twitter.com/en/managing-your-account/how-to-use-twitter-alerts
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9 Further Research 

 

• There is a tension between what we can see in the open source realm (and the CDC work is the 

best example of this) and what we hope exists in the closed source realm. From what we can 

glean in the open source realm, the guidance from the CDC is utilised in practitioner 

doctrines, in the form that we were able to access it. Consequently, we conclude that there is 

space and utility for additional research to be done, particularly on the ongoing effectiveness 

of CDC and other messaging guidance in the (more) contemporary hybrid (i.e. multi-channel) 

media and European social context.  

• There is wide scope to enhance the messaging templates further, to accompany media training 

protocols in order to maximise the preparatory and ad-hoc facets of messaging capabilities 

during a crisis.  

• With the imminent mandatory introduction of wireless emergency alerts in the European 

context (by 2022), research concerning how these alerts might be effectively deployed 

during CBRN and other crisis circumstances is required, particularly into how this might 

transform the relationship between the technology owner and government agencies. 

• The diversity of audiences has been insufficiently accounted for in crisis messaging practice 

thus far; instructing information commonly assumes an audience member is able-bodied, 

adult, a native speaker, and so on.  Research to support the development of such practice 

(e.g. Bass et al., 2016) can help to greater accommodate, in terms of both messaging content 

and presentation, the significant numbers of people who fall outside the dominant 

assumptions of messaging practice. 

• Most of the existing research in this area tends to utilise focus groups using hypothetical 

scenario descriptions. While this offers an expedient and insightful approach to 

understanding how citizens are likely to adjust to communications they encounter during 

CBRN crises, a wider plurality of methods could be adopted to reflect upon and prompt 

improvements to ongoing messaging practice. Notwithstanding the validity issues of live 

scenarios and the inaccessibility of classified messaging materials, we suggest that a wider 

plurality of evidence can be drawn from the following sources: (i) real-world practice, when 

such incidents (whether ultimately deemed deliberate or accidental) occur, (ii) interviews 

with practitioners about (hypothetical) messaging practices, (iii) scenarios akin to those 

utilised in the FP7 PRACTICE project (see https://www.practice-fp7-security.eu) , and (iv) 

survey data with citizens.  
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• The ‘hybrid environment’ has been insufficiently accounted for in crisis communications 

research thus far. Whilst we have contributed to this understanding in parallel work in this 

project, but in the wider field this is underspecified. However, further work is required to 

account for the hybrid threats and hybrid media logics of the communications environment 

that crisis communications practitioners increasingly find themselves in. This applies to crises 

beyond CBRN, but given the circumstances in which CBRN crisis communication would be 

conducted, the impact of these emerging factors will be significant.  
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1 Endnotes 

 

i Avoid terms that may not be widely known among the public (e.g. shelter in place) (Becker 2004:201). "...if 

special terms must be used, they should be simply and clearly explained so as to avoid confusion that impedes 

protective actions." (Becker, 2004, p. 204). 

ii "Consider complimentary language when describing botulism treatment. Subjects were confused by 

descriptions of "no cure" and "no vaccines" for botulinum exposure paired with descriptions of "antitoxin" and 

"recovery"." (Glik et al 2004:63) 

"Clarify the definition of "paralysis". The notion of paralysis suggested to some a condition similar to stroke or 

spinal cord injuries, where there is long term disability." (Glik et al 2004:63) 

"Clarify the difference between a "toxin" and a "bacterium"." (Glik et al 2004:63) 

"Differentiate between the terms "exposure" and "illness".  Subjects were unclear of the fact that with the 

potential  for agent exposure over a large geographic area, exposure potential does not actually mean 

acquisition and illness of the agent." (Glik et al 2004:63) 

"There was a great deal of confusion for respondents who could not quite fathom why botulism was described 

as being "noncontagious", yet it could be contracted by touching other people or distributed through the air. 

The science is unclear as to the aerosolized possibility of a botulism attack.  The fact sheets needs to emphasize 

that while this is unlikely, is it a possibility.  Furthermore, the definition of contagious needs to be clarified." 

(Glik et al 2004:63) 

iii "Differentiate cure from recover" (Glik et al 2004:64) 

iv "Use the word "treatment" rather than cure.  Do not need to state that there is no cure as it confuses 

comprehension about treatment." (Glik et al 2004:66) 

"Distinguish symptoms to botulism poisoning to other diseases (such as stroke)." (Glik et al 2004:66) 

v Ambiguities in the scientific knowledge about an agent's behaviour (e.g. such as uncertainty about whether it 

is possible or likely that an agent could/will be transferred in a particular way, such as through the air) can 

confuse (Glik and Drury, 2005, p. 47). 

vi It should be borne in mind that there are effects of the deployment of certain frames and terms that are used 

about the agent(s) in question. For example, people fit their understandings of contagion, transmission and 

curability into specific terms that are used, such as to describe botulism as potentially being 'aerosolized', 

which suggests that it may be airborne and infectious; people can interpret discussion of an 'antidote' as a 

'cure' even if it is explicitly stated that the antidote is not a cure (p. 46-47). This suggests that people may fit 

certain features of the information they receive into prior understandings of diseases, illness, treatments, etc 



  

 

 

                                                                                                                                                                                     
that they are already aware of or have experience of. Minor differences of wording or emphasis about the 

technical properties of the agent can change how the agent is interpreted. Public ignorance about CBRN issues 

exacerbates the issue (e.g. by not knowing what a toxin is, the public misinterpreted botulism as being a 

bacterium rather than a poison, which again has knock-on effects for understandings about contagion, 

prevention, etc) (Glik and Drury, 2005, p. 48). 

vii "messages should consider reading level and provide definitions." (University of Oklahoma Southwest Center 

for Pre-Event Message Development 2004:158) 

viii "More detailed information describing the different agents, their effects, and personal precautionary 

methods should be included. There is considerable confusion regarding the different possible agents." (Wray et 

al 2004:65) 

ix "Various technical terms such as antibiotic, infection, respiratory droplets and vaccine should be avoided or 

clearly defined." (Wray et al 2004:37) 

x “While fatalism was not the majority response to the hypothetical radioactive materials terrorism scenario, it 

was a common enough response to make it clear that many people are prone to believe that “there is nothing 

you can do”. It will be crucial for emergency messages to tackle this head-on so that people undertake the 

protective measures needed to safeguard health. One of the findings from the first round focus groups is 

especially useful in this regard: People will take messages and protective actions more seriously if they believe 

the steps being advised are “tried and true” rather than just theoretical. Whenever possible, therefore, it may 

be beneficial to provide people with information confirming that protective measures work.” (Becker, 2004, p. 

204) 

xi "Messages should convey that although VX can cause death, protection and survival are possible, through 

avoidance or reduction of exposure, decontamination, and the use of antidote medication." (University of 

Oklahoma Southwest Center for Pre-Event Message Development 2003:19) 

xii "In general, messages should convey the following key facts: 

 

    1. Protection is possible. 

    2. Survivability is possible. 

    3. Avoidance or reduction of exposure is possible. 

    4. Decontamination is possible. 

    5. Antidote medication exists." (University of Oklahoma Southwest Center for Pre-Event Message 

Development 2004:157) "To counteract a pervasive perception that chemical agents will always result in death, 

its survivability should be emphasized and connected to the use of easily understood and implemented 

protective action steps." (University of Oklahoma Southwest Center for Pre-Event Message Development 

2004:16) 

xiii "The kinds of information sought by people fell into three broad categories: specifics regarding the incident, 

facts about the threat agent, and information about health issues." (Becker, 2004, p. 201) 



  

 

 

                                                                                                                                                                                     
xiv "Emergency messages...need to clearly emphasize very early that authorities' primary concern is people's 

health and safety, and the content of messages needs to anticipate and answer [various] types of health 

questions." (Becker 2004:204) 

xv "Critical topics to communicate are the nature of the hazard, safety precautions, and requirements for 

evacuation or shelter-in-place." (Wray et al 2004:239). "The public wants to know specifics about the agent; 

specifics of the attack; recommendations for minimizing the risk of exposure; recommendations for treating 

exposure; travel advisories; and possible suspects in the attack." (Wray et al 2004:239). 

xvi "What do members of the public want to know?"  

 

    "Who did it, why did it happen, and will it happen again?" 

    "Where did it occur and is the wind blowing radioactive contamination in this direction?"  

    "How much devastation has been caused, how big an area is affected?"  

    "How do I protect myself, my family?"  

    "What should I do if I am in the car when the incident takes place?"  

    "Are food and water supplies safe?"  

    "What about pets?"  

    "What is the danger level, how much radiation, how far away if "safe"?"  

    "What exactly is radiation, how does it work?"  

    "When should I go to the doctor?"  

    "How long is it going to last?"  

    "What are the long-term effects of exposure?"  

    "What are the symptoms of exposure, what do we need to look for?" 

xvii "messages should address survival concerns first, then meaning, then assurance about organized responses 

to the event. In other words, messages should first tell persons what to look for, what to do, or how to get help 

or prevent exposure (problem identification, actions, reconnaissance, symptom recognition, help seeking). The 

next set of messages explains why they need to do it (epidemiology, transmission, treatment, prognosis). The 

third type of message is to assure persons that something is being done by someone or some agency (to stop 

the problem, help the afflicted, find the culprit)." (Becker et al 2004:6) 

xviii "Subjects wanted for information on how an agent could be acquired by a terrorist, how large of a "dose" 

was required, and more specific information on the exposure window, i. e. how long would they be at risk." 

(Glik et al 2004:64) 

"Subjects were also unclear on the use of a bomb as a means of introduction of an agent. Many felt that the 

description of botulism being killed by heat contradicted the use of a bomb." (Glik et al 2004:64) 

xix "The key promise of the sets of botulism messages should be that most persons recover fully from botulism 

toxicity if symptoms are recognized, medical care is promptly sought, and correct diagnosis and treatment are 

received. Individuals also need to be assured that protective actions taken at individual and household levels 

can minimize risk of exposure and potential  illness." (Glik et al 2004:73) 



  

 

 

                                                                                                                                                                                     
"More specifically, if there is a bioterrorism event involving botulism, the public will  immediately need to 

understand the seriousness of the threat, and when and how to respond.  

 

Therefore, key messages that will  facilitate appropriate and timely action by individuals should be in the first 

message set.  These messages should address: 

 

    seriousness and "location" of the threat 

    symptom recognition of botulism toxicity for adults and infants 

    potential means of exposure 

    what to do if exposed, or if symptoms of toxicity are present 

    protective actions to take to prevent exposure to self and others" (Glik et al 2004:73) 

"Secondly, it is important to assure individuals of treatment efficacy and outcomes.  The public wants and 

needs to know that there is help for persons suffering from botulism toxicity.  Key messages in this second set 

should address: diagnostic procedures, treatment goals and means, treatment availability, and recovery." (Glik 

et al 2004:74) 

"A third set of messages should facilitate understanding of the botulism and transmission, including potential  

methods of disseminat ion, routes of exposure, dose response time, etc; in other words, the epidemiology." 

(Glik et al 2004:74) 

"Finally, a fourth set of messages should provide informat ion on system level responses, credible sources of 

informat ion, and ways to access these resources (i.e. website addresses and 800/tollfree numbers).  These 

messages address the public's desire and need to know what is being done and by whom, as well as where 

persons can obtain addit ional  informat ion or verify the informat ion they already have." (Glik et al 2004:74) 

xx "Provide information on the following questions and topics in educational materials:" (Wray et al 2004:54) 

    "Understand the nature of the threat." (Wray et al 2004:54) 

"Take protective actions if you think you have not been exposed." (Wray et al 2004:54) 

"Take steps if you think you have been exposed, or if you have been in contact with someone who may have 

been exposed." (Wray et al 2004:54) 

"Take steps if you know you have been exposed." (Wray et al 2004:55) 

"Understand information related to the specific event." (Wray et al 2004:55) 

xxi "Almost all groups requested additional information on prevention. Specific questions that participants 

wanted answered and included in the material were: 

 

    1. What should they do? What can be done to keep family and friends safe? 

    2. Does the area they are in need to be evacuated? Where and who can they turn to for information 

regarding evacuation and other action that may need to be taken? 

    3. In regards to a nuclear attack—participants want to know very specific info, including: the time of the 

blast, blast area, number of miles that will be affected by the blast." (Wray et al 2004:20) 



  

 

 

                                                                                                                                                                                     
xxii Citizens want to know about "(1) the current status of the attack, (2) protective actions, and (3) detailed 

medical facts about exposure and treatment" (Henderson et al 2004, p. 226). 

    "The attack status specified questions about its magnitude, whether it was still in progress, and in which 

direction the attackers had gone (recalling an aircraft dispersal scenario). Protective action questions centered 

on suitable shelter, degrees of exposure, mechanisms of exposure, and duration of need for protective shelter. 

Medical information desired included notions that are relational in nature (e.g., dose-response effects, 

treatment efficacy as a function of degree of exposure, indirect selfcontamination as a result of eating meat 

from animals that had ingested contaminated food sources, etc.)." (Henderson et al 2004:226) 

xxiii "Emergency messages...need to clearly emphasize very early that authorities' primary concern is people's 

health and safety, and the content of messages needs to anticipate and answer [various] types of health 

questions." (Becker 2004:204) 

xxiv "Convey Dedication and Caring in Emergency Response." (Wray et al 2006:72) 

xxv "Emergency messages...need to clearly emphasize very early that authorities' primary concern is people's 

health and safety, and the content of messages needs to anticipate and answer [various] types of health 

questions." (Becker 2004:204) 

xxvi Message materials should answer key questions" (Wray and Jupka 2004:213), to help the public to: 

 

    "Understand the nature of the threat;" (Wray and Jupka 2004:213) 

    "Take protective actions if they think they have not been exposed; 

    Take steps if they think they have been exposed, or if they have been in contact with someone who may 

have been exposed; 

    Take steps if they know they have been exposed; 

    Understand steps being taken to apprehend perpetrators; and 

    Understand what to do about pets and livestock." (Wray and Jupka 2004:213) 

xxvii Materials with clear action steps and recommendations can help improve selfefficacy. Those materials that 

leave many unanswered questions may hinder selfefficacy. (Wray et al 2004:32)  

xxviii “Language that is dismissive of people’s concerns should not be used. Thus, “terms such as ‘radiophobia’ 

should be avoided.” (Becker, 2005, p. 523, citing NCRP, 2001) 

xxix "[T]o promote self-efficacy, messages should focus on specific behaviors individuals can perform to keep 

themselves and their loved ones safe, emphasizing their effectiveness and breaking them down into key steps." 

(Wray et al 2004:239) 

xxx "Message materials should provide action steps." (Wray and Jupka 2004:213) 

xxxi "Provide Action Steps to Empower the Public." (Wray et al 2006:72) 

xxxii "Provide a list of immediate actions that are trustworthy and understandable" (Davoudi et al 2004:25) 

xxxiii "Detail type of bleach to use" (Glik et al 2004:64) 

"Note that bleach should only be used on surfaces, not put on food or in liquids." (Glik et al 2004:64) 



  

 

 

                                                                                                                                                                                     
"Clarify boiling procedures:  Boiling time, storage of safe liquids, and types of liquids to boil (some subjects 

asked why only water was mentioned for prevention). Detail that water needs to be cooled before drinking it, 

assure that water does not need to be boiled more than once unless there has been a chance of reexposure." 

(Glik et al 2004:64) 

xxxiv "Provide clear direction as to when action steps should be taken, what exact action steps should be taken, 

and when actions can be discontinued (for example, when can one stop boiling their food and water)" (Glik et 

al 2004:66) 

xxxv "To counteract a pervasive perception that chemical agents will always result in death, its survivability 

should be emphasized and connected to the use of easily understood and implemented protective action 

steps." (University of Oklahoma Southwest Center for Pre-Event Message Development 2004:16) 

xxxvi "Include steps that individuals can take to protect themselves when presenting information about an event. 

Action steps that can be taken by individuals will give them a sense of control." (Wray et al 2004:56) 

xxxvii Materials with clear action steps and recommendations can help improve selfefficacy. Those materials that 

leave many unanswered questions may hinder selfefficacy. Materials should be short, easily understandable, 

include pictures, and provide action steps. (Wray et al 2004:32) 

xxxviii "The public in the PMDP and the verification studies reported a need for specific information about what 

action steps to take in the event of an attack. This information should be provided to the public in clear 

language and a timely manner." (Wray et al 2005:26) 

"Information provided to the public needs to be perceived as open, honest, comprehensive, and simple to 

understand. When asking the public to take a specific action, government officials and emergency responders 

need to provide rationales and explanations for recommended actions, and the likely outcomes of the actions." 

(Wray et al 2005:26) 

xxxix "Emotional and psychological responses to real or hypothetical events were similar, many stating anxiety, 

shock, and fear. Messages and communication directed to the general public should take this into 

consideration. Actionable messages with advice on how to keep loved ones safe may provide members of the 

public a sense of control and reassure them in the face of uncertainty." (Wray et al 2005:27) 

xl Fear begins to subside once the agent is confirmed and the public is aware that the authorities are working to 

resolve the issue (Glik et al., 2004, p. 21). 

xli "The key promise of the sets of botulism messages should be that most persons recover fully from botulism 

toxicity if symptoms are recognized, medical care is promptly sought, and correct diagnosis and treatment are 

received. Individuals also need to be assured that protective actions taken at individual and household levels 

can minimize risk of exposure and potential illness." (Glik et al 2004:66) 

"More specifically, if there is a bioterrorism event involving botulism, the public will immediately need to 

understand the seriousness of the threat, and when and how to respond.  

 

Therefore, key messages that will facilitate appropriate and timely action by individuals should be in the first 

message set.  These messages should address: 



  

 

 

                                                                                                                                                                                     
 

    seriousness and "location" of the threat 

    symptom recognition of botulism toxicity for adults and infants 

    potential means of exposure 

    what to do if exposed, or if symptoms of toxicity are present 

    protective actions to take to prevent exposure to self and others" (Glik et al 2004:66) 

"Secondly, it is important to assure individuals of treatment efficacy and outcomes.  The public wants and 

needs to know that there is help for persons suffering from botulism toxicity.  Key messages in this second set 

should address: diagnostic procedures, treatment goals and means, treatment availability, and recovery." (Glik 

et al 2004:67) 

"A third set of messages should facilitate understanding of the botulism and transmission, including potential 

methods of dissemination, routes of exposure, dose response time, etc; in other words, the epidemiology." 

(Glik et al 2004:67) 

"Finally, a fourth set of messages should provide informat ion on system level responses, credible sources of 

information, and ways to access these resources (i.e. website addresses and 800/tollfree numbers).  These 

messages address the public's desire and need to know what is being done and by whom, as well as where 

persons can obtain additional information or verify the information they already have." (Glik et al 2004:67) 

xlii Across 3 stages of a simulated botulism event, Glik et al found that in the first instance people wanted to 

know about how to protect themselves and their family (i.e. personal survival); in the second phase (once the 

agent had been indicated to be botulism), they wanted to understand the seriousness of the specific threat of 

botulism (i.e. epidemiology); in the third phase, they wanted to know more about the meaning and context of 

the event (Glik et al., 2004, p. 219-220). 

xliii "messages should address survival concerns first, then meaning, then assurance about organized responses 

to the event. In other words, messages should first tell persons what to look for, what to do, or how to get help 

or prevent exposure (problem identification, actions, reconnaissance, symptom recognition, help seeking). The 

next set of messages explains why they need to do it (epidemiology, transmission, treatment, prognosis). The 

third type of message is to assure persons that something is being done by someone or some agency (to stop 

the problem, help the afflicted, find the culprit)." (Becker et al 2004:6) 

xliv "A multi-stage release of relevant information, instead of releasing all information when the emergency 

actually happens, would be more beneficial in giving the public the information needed to prepare for an 

attack. Creating a public health campaign to disseminate the information before an attack and taking effect 

after the event was one suggestion made in the groups." (Wray et al 2004:21) 

xlv To the extent that members of the public may have problems with literacy and comprehension, there is a 

'need to craft messages that are unambiguous, written in simple language, and [which] take advantage of 

graphics and layout to facilitate comprehension" (Wray et al 2004, p. 236). 

xlvi Messages should be factual, positive and reassuring, and written in plain English. (Wray et al., 2004, p. 239). 



  

 

 

                                                                                                                                                                                     
xlvii Information is needed in various languages and reading level should be sufficiently low to insure 

understanding by most segments of the population." (University of Oklahoma Southwest Center for Pre-Event 

Message Development 2003:19) 

xlviii "Messages should be clear, include graphics when possible, and consider reading level and languages other 

than English." (University of Oklahoma Southwest Center for Pre-Event Message Development 2003:21) 

xlix "Improvements to print materials included use of bullets, color, larger font, and simplified language. It was 

thought that messages should consider reading level and provide definitions." (University of Oklahoma 

Southwest Center for Pre-Event Message Development 2004:17) 

l Fact sheets should have simple text and use graphics (Becker et al., 2004, p. 45) 

li We also recommend the use of 1) simple, nontechnical  language whenever possible, 2) simple sentence 

structure, 3) graphics and pictures, and 4) formatting that helps highlight key messages such as bulleted lists, 

bolded font, etc. (Glik et al., 2004, p. 67) 

lii "Write messages in plain language, preferably at a reading level no greater than sixth grade to make sure that 

individuals with lower literacy and educational levels are able to understand any information provided. People 

may experience a decrease in reading level due to increased stress as well. Non-native speakers of English may 

find print communication difficult to understand." (Wray et al 2004:55) 

liii Materials should be short, easily understandable, include pictures, and provide action steps. (Wray et al 

2004:32) 

liv "Participants had many diverse recommendations for the way that the pre-event materials can be improved. 

Suggestions that came up multiple times in many of the groups included: 

 

    Shortening 

    Adding visuals 

    Using simple, easily understood language 

    Adding contact information" (Wray et al 2004:20) 

lv "The public in the PMDP and the verification studies reported a need for specific information about what 

action steps to take in the event of an attack. This information should be provided to the public in clear 

language and a timely manner." (Wray et al 2005:26) 

lvi "Language, whether verbal or in print, should be as simple and comprehensible as possible" (Henderson et 

al., 2004:227). 

lvii "The distinctive features of chemical, radiological, and biological agents call for different message strategies. 

Attacks by means of conventional, chemical, or radiological weapons achieve their effects within a confined 

geographical area, and first responders are emergency and law enforcement personnel and firefighters trained 

to address acute trauma and distress. For chemical and radiological hazards, it will be critical to provide 

information regarding the nature and timing of care for exposed survivors and evacuation information for 

individuals at continued risk" (Wray et al 2004:239) 



  

 

 

                                                                                                                                                                                     
lviii "Message materials should include information to increase credibility." (Wray and Jupka 2004:214) 

    Including information about the specific event and providing information sources increases credibility. 

lix "Include information specific to an event to increase credibility of the message" (Wray et al 2004:56) 

lx "Local information will need to be provided with the radio message, perhaps through line reads by radio 

announcers. This information will help alleviate initial fears and concerns, as well as help with appropriate 

action steps." (Wray et al 2004:36) 

lxi Messages should be "open, accurate, clear, consistent and timely" (Wray et al 2004:239) 

Messages should be factual, positive and reassuring, and written in plain English. (Wray et al., 2004, p. 239) 

lxii "Convey Full Disclosure in Emergency Response Communication." (Wray et al 2006:71) 

lxiii  Information should not be withheld.  (University of Oklahoma Southwest Center for Pre-Event Message 

Development 2003:19) 

lxiv "Messages should be clear, include graphics when possible, and consider reading level and languages other 

than English." (University of Oklahoma Southwest Center for Pre-Event Message Development 2003:21) 

lxv A "...broadcast should not withhold any information." (University of Oklahoma Southwest Center for Pre-

Event Message Development 2004:17) 

lxvi "When preparing messages interdisciplinary theories should be consulted, and these messages based on 

valid research findings or audience research. Other things to remember when preparing and disseminating 

these messages include:"  

    "1. Assuring an ethical approach" 

    "2. Need for open, accurate, clear and consistent messages."     "3. Need to develop effective media-based 

dissemination plans."     "4. Foster relationships with professionals working in the media."     "5. Gauge public 

perception and monitor the media in ongoing events." 

    "6. Ensure collaborations for agencies responsible for communication." (Wray et al 2004:56) 

lxvii Materials should convey full disclosure of knowledge, given heightened sense of distrust in [some minority, 

e.g. African-American] population." (Wray et al 2004:32) 

lxviii "Information provided to the public needs to be perceived as open, honest, comprehensive, and simple to 

understand. When asking the public to take a specific action, government officials and emergency responders 

need to provide rationales and explanations for recommended actions, and the likely outcomes of the actions." 

(Wray et al 2005:26) 

lxix "Messaging should be calm, factual, and authoritative without sensationalism." (University of Oklahoma 

Southwest Center for Pre-Event Message Development 2003:19) 

lxx "The tone of the radio messages should be calm, factual, authoritative, without sensationalism. The 

broadcast should not withhold any information." (University of Oklahoma Southwest Center for Pre-Event 

Message Development 2004:17) 

lxxi "Significant attention needs to be given to the radio voice. The speed of delivery causes varying emotional 

reactions in the public, as the faster the message, the more panicked the listener becomes. Also, credibility is 



  

 

 

                                                                                                                                                                                     
lost when the source of the voice is not immediately known. The tone of the voice should convey authority and 

gravity." (Wray et al 2004:36) 

lxxii Information should be "disseminated in a fact-based, calm, and authoritative manner" (p. 227), in order to 

counter the fatalism which pervades responses to VX and other chemical agent attacks by encouraging self-

efficacy. (Henderson et al., 2004, p. 227) 

lxxiii "Regarding pets, there was a strong desire to have information providing assurance that their safety could 

be maintained." (University of Oklahoma Southwest Center for Pre-Event Message Development 2003:21) 

lxxiv "Include information about whether and how pets or farm animals can carry the plague, how to avoid that, 

and what to do if it happens." (Wray et al 2004:56) 

lxxv "Information regarding infection and the treatment options for pets should be included, as well as specific 

action steps." (Wray et al 2004:37) 

lxxvi "Messages should be clear, include graphics when possible, and consider reading level and languages other 

than English." (University of Oklahoma Southwest Center for Pre-Event Message Development 2003:21) 

lxxvii Fact sheets should have simple text and use graphics (Becker et al., 2004, p. 45) 

lxxviii "Provide a timeline, possibly through graphics, detailing from exposure to symptom onset to treatment to 

recovery" (Glik et al 2004:64) 

lxxix "Enhancements and reenactments should be animated in order to better convey seriousness and urgency." 

(Glik et al 2004:66) 

lxxx We also recommend the use of 1) simple, nontechnical  language whenever possible, 2) simple sentence 

structure, 3) graphics and pictures, and 4) formatting that helps highlight key messages such as bulleted lists, 

bolded font, etc.  (Glik et al., 2004, p. 67) 

lxxxi "Include graphics and pictures as much as possible. Using pictures, other visuals, and color can help increase 

the comprehension of print materials." (Wray et al 2004:56) 

lxxxii Materials should be short, easily understandable, include pictures, and provide action steps (Wray et al 

2004:32)  

lxxxiii "Participants had many diverse recommendations for the way that the pre-event materials can be 

improved. Suggestions that came up multiple times in many of the groups included: 

    Shortening 

    Adding visuals 

    Using simple, easily understood language 

    Adding contact information" (Wray et al 2004:20) 

lxxxiv "Other recommendations include providing a map for showing the affected areas, diversifying the cast, 

using a bulleted list for key points, providing the contact information throughout the videos entirety." (Wray et 

al 2004:36) 

lxxxv "Messages should be clear, include graphics when possible, and consider reading level and languages other 

than English." (University of Oklahoma Southwest Center for Pre-Event Message Development 2003:21) 



  

 

 

                                                                                                                                                                                     
lxxxvi "Participants thought the messages needed to be available in multiple languages." (Becker et al 2004, p. 

29) 

lxxxvii "Provide messages in different  languages" (Davoudi et al 2004:25) 

lxxxviii "message materials need to be available in a different  languages." (Glik et al 2004:67) 

lxxxix When producing factsheets, "make information available for everyone (e.g., in Braille and a recording for 

the blind)." (Glik et al., 2004, p. 121) 

xc Translation of message materials into commonly spoken languages (e.g. Spanish in USA) may help to promote 

the 'one voice' principle; Henderson et al identified that, for Hispanic participants, they may seek out an English 

language news report for a 'less emotionally tinged' report followed by a Spanish language news report to 

understand the nuances/details of the situation, and to corroborate the other version. (Henderson et al., 2004, 

p. 227) 

xci "There is a strong need for information about where to get more information about protective actions to 

take in response to an event." (University of Oklahoma Southwest Center for Pre-Event Message Development 

2003:21) 

xcii Print: "Provide contact information on the materials for sites offering further explanations of the 

Bioterrorism terms and treatments." (Glik et al 2004:65) 

Radio: "Provide contact information and other sources to obtain more information." (Glik et al 2004:65) 

xciii "Include a phone number for people to call if they have questions, as well as websites people can go to for 

more detailed information." (Wray et al 2004:56) 

xciv "Participants had many diverse recommendations for the way that the pre-event materials can be 

improved. Suggestions that came up multiple times in many of the groups included: 

    Shortening 

    Adding visuals 

    Using simple, easily understood language 

    Adding contact information" (Wray et al 2004:20) 

xcv "Other recommendations include providing a map for showing the affected areas, diversifying the cast, using 

a bulleted list for key points, providing the contact information throughout the videos entirety." (Wray et al 

2004:36) 

xcvi "Other recommendations include providing contact information and source on first page, urgent actions 

listed first, more sources of information, including longterm effects of plague, using bullets to highlight the key 

points of symptoms and treatment, more enlarged pictures especially with those with literacy deficits." (Wray 

et al 2004:37) 

xcvii "messages should address survival concerns first, then meaning, then assurance about organized responses 

to the event. In other words, messages should first tell persons what to look for, what to do, or how to get help 

or prevent exposure (problem identification, actions, reconnaissance, symptom recognition, help seeking). The 

next set of messages explains why they need to do it (epidemiology, transmission, treatment, prognosis). The 



  

 

 

                                                                                                                                                                                     
third type of message is to assure persons that something is being done by someone or some agency (to stop 

the problem, help the afflicted, find the culprit)." (Becker et al 2004:6) 

xcviii radio messages may have to be repeated (Becker et al., 2004, p. 6) 

xcix "Messages need to be repeated in order to increase comprehension." (Glik et al 2004:65) 

c "Messages need to be repeated" to ensure credibility (Glik et al 2004:66) 

ci "Use of reminder system that message is an emergency broadcast." (Glik et al 2004:67) 

cii "Special attention should be placed on repeating the contact number and address information." (Wray et al 

2004:36) 

ciii "Participants wanted radio and tv messages to better communicate a sense of urgency" (Becker et al., 2004, 

p. 52) 

civ "Use tone which is urgent, serious, and authoritative." (Glik et al 2004:66) 

"Make message part of a breaking new report or special bullet in" (Glik et al 2004:66) 

"Spokesperson used should act in an urgent and assertive manner." (Glik et al 2004:66) 

cv "Significant attention needs to be given to the radio voice. The speed of delivery causes varying emotional 

reactions in the public, as the faster the message, the more panicked the listener becomes. Also, credibility is 

lost when the source of the voice is not immediately known. The tone of the voice should convey authority and 

gravity." (Wray et al 2004:36) 

cvi "In terms of where they would turn in a real incident, participants often said they would use multiple 

sources" (Becker et al., 2004, p. 56) 

cvii "Broadcast simultaneously on all stations at once" (Glik et al 2004:66) 

cviii "key messages need to be kept consistent across the different media used." (Glik et al 2004:67) 

cix "Many studies indicate that members of the public will look to multiple sources to verify information. 

Information being provided across different media and from official agencies and organizations needs to be 

consistent. Mixed messages are likely to lead to reduced levels of adherence to directives." (Wray et al 

2005:27) 

cx "Provide a list of protective equipment and measures and describe what types of agents they may be used 

for" (Davoudi et al 2004:25) 

cxi "Relate educational campaigns to preexisting knowledge and experiences" (Davoudi et al 2004:25) 

cxii "Subjects asked for bulleted points, bolding of important information, and references for further information 

not provided in the materials." (Glik et al 2004:63) 

cxiii We also recommend the use of 1) simple, nontechnical  language whenever possible, 2) simple sentence 

structure, 3) graphics and pictures, and 4) formatting that helps highlight key messages such as bulleted lists, 

bolded font, etc.  (Glik et al., 2004, p. 67) 

cxiv "Improvements to print materials included use of bullets, color, larger font, and simplified language. It was 

thought that messages should consider reading level and provide definitions." (University of Oklahoma 

Southwest Center for Pre-Event Message Development 2004:17) 



  

 

 

                                                                                                                                                                                     
cxv "Other recommendations include providing contact information and source on first page, urgent actions 

listed first, more sources of information, including longterm effects of plague, using bullets to highlight the key 

points of symptoms and treatment, more enlarged pictures especially with those with literacy deficits." (Wray 

et al 2004:37) 

cxvi "Detail effects of toxin on children vs. adults" (Glik et al 2004:64) 

cxvii "Provide a timeline, possibly through graphics, detailing from exposure to symptom onset to treatment to 

recovery" (Glik et al 2004:64) 

cxviii "Photos need to be specific and relate more specifically to symptoms and treatment." (Glik et al 2004:65) 

cxix "Need most important information first" (Glik et al 2004:65) 

"Bullets on top and then get into fact sheet" (Glik et al 2004:65) 

"Provide needed information first: a) where outbreak is located, b) how to assess personal exposure, c) what 

action steps individuals need to follow." (Glik et al 2004:65) 

cxx "The recommended actions steps should be places at the top of beginning of the message or 

communication." (Wray et al 2004:36) 

cxxi "Other recommendations include providing contact information and source on first page, urgent actions 

listed first, more sources of information, including longterm effects of plague, using bullets to highlight the key 

points of symptoms and treatment, more enlarged pictures especially with those with literacy deficits." (Wray 

et al 2004:37) 

cxxii "Announcement should unfold at a slow pace." (Glik et al 2004:65) 

cxxiii "Significant attention needs to be given to the radio voice. The speed of delivery causes varying emotional 

reactions in the public, as the faster the message, the more panicked the listener becomes. Also, credibility is 

lost when the source of the voice is not immediately known. The tone of the voice should convey authority and 

gravity." (Wray et al 2004:36) 

cxxiv "Use alert system or warning announcement, such as a tone or a recognizable trigger that emergency 

message will be airing." (Glik et al 2004:66) 

cxxv "Use of an emergency sound prior to airing the messages will alert importance of listening and viewing the 

message." (Glik et al 2004:67) 

cxxvi "Too many graphics; may be competing with comprehension of key messages." (Glik et al 2004:66) 

cxxvii "The format of the broadcast needs to be in familiar to audiences (such as news, or special report)." (Glik et 

al 2004:66) 

 

"Make message part of a breaking new report or special bulletin" (Glik et al 2004:66) 

cxxviii "Messages may take the form of fact sheets, television video news releases, radio news releases, and/or 

interactive multimedia for a website. For some of these, it  may be appropriate to use a journalist ic or 

documentary style. We strongly recommend having messages in mult iple formats so as to reach the widest 

audience possible, keeping in mind that key messages need to be kept consistent across the different media 

used." (Glik et al 2004:67) 



  

 

 

                                                                                                                                                                                     
cxxix "there was an approach that was suggested in which a duo of spokespersons was used. The duo would be 

composed of 1) a well-recognized and respected public figure, coupled with 2) an expert in the topic area." 

(University of Oklahoma Southwest Center for Pre-Event Message Development 2004:158) 

cxxx "A delicate balance exists between providing enough information and providing too much information. 

Messages need to be thorough but not too technical. If the information is too simple then the messages have 

low credibility, but if the information is too technical and hard to read then the messages are not suitable for 

the general public." (Wray et al 2004:55) 

cxxxi Materials should be short, easily understandable, include pictures, and provide action steps. (Wray et al 

2004:32) 

cxxxii "Participants had many diverse recommendations for the way that the pre-event materials can be 

improved. Suggestions that came up multiple times in many of the groups included: 

    Shortening 

    Adding visuals 

    Using simple, easily understood language 

    Adding contact information" (Wray et al 2004:20) 

cxxxiii "Include a source for the information in the materials. The source should be easily recognized by the 

general public" (Wray et al 2004:55) 

cxxxiv In order to maximize trustworthiness a credible source, such as the CDC, should be added to bioterrorism 

educational materials. (Wray et al 2004:32) 

cxxxv Providing straight-forward, reasonable information along with the source of that information can help 

increase credibility." (Wray et al 2004:20) 

cxxxvi When asking the public to take a specific action, government officials and emergency responders need to 

provide rationales and explanations for recommended actions, and the likely outcomes of the actions." (Wray 

et al 2005:26) 

cxxxvii "Message and dissemination strategies need to be developed with audience characteristics in mind. 

Results of both the PMDP and the verification studies found that characteristics such as age, race, location, and 

previous exposure to events may moderate response to messages." (Wray et al 2005:27) 

cxxxviii "Relate educational campaigns to preexisting knowledge and experiences" (Davoudi et al 2004:25) 

cxxxix  
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